Curriculum Framework under Choice Based Credit System (CBCS) and
Syllabus for Outcome-Based Education (OBE) in
BSc. DIGITAL AND CYBER FORENSIC SCIENCE (DCFS) Degree Program

for the students admitted from the academic year 2022 — 23 and onwards
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SREE SARASWATHI THY AGARAJA COLLEGE [AUTONOMOUS],
POLLACHI

B.Se (Digital & Cyber Forensic Science) degree program PEO, PO and PSO

ROGRAM EDUCATIONAL OBJECTIVES (PEO)

e

Wwithin a few years of obtaining a B.Sc degree in Digital Cyber and Forensic Science, the
student will be able to

PEOI1: .G.raduatcs are prcpar.cd to be employed in the field of cyber security and 1T industries
by providing expected domain knowledge in Cyber Sccurity and Digital Forensic Science

PEO2: Gradual.es are E)rovidcd with practical training, and hands-on and project experience to
meet the needs in the field of Digital and Cyber Security.

PEQO3: Achitj:ve adv.anced knowledge in the field of Cyber and Digital Forensic Science to
excel professionally in the Industry with effective communication to work in a team.

PEp4: Produce graduates who demonstrate ethical backgrounds and who can articulate the
ethical and professional standards of the discipline.

PROGRAM OUTCOMES (PO)

The students at the completion of the program will be able to

PO1: Investigate professionally with ethical responsibility as an individual as well as in

multifaceted teams with a positive attitude

PO2: Adapt to sustain an emerging era in the field of digital forensic science and constantly
upgrade skills towards independent and lifelong learning.

PO3: Develop oral and written communication skills through the sequence of courses, with
particular attention to the development of the ability to present technical information without
bias, at a variety of levels in the criminal justice system.

PO 4: Design, develop models and provide solutions to cater to the needs and to develop the
skills to take up research and higher studies in the field of digital forensic science.

PO 5: Inculcate skills to excel in the ficlds of digital forensic science and IT-enabled services,

Criminology sectors, Teaching, and Research.
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Curriculum Framework with Choice Based Credit System (CBCS) and Syllabus for Outcome-Based
Education (OBE) in Bachelor of Science ( Digital & Cyber Forensic Science) degree program for the

students admitted from the academic year 2022 — 23 onwards

The Choice Based Credit System (CBCS) preserves the identity, autonomy, and uniqueness of every program
and reinforces its efforts to be student-centric in curriculum designing and skill imparting.
Choice Based Credit System (CBCS): Choice-based credit system (CBCS), provides a learning platform
wherein the student has the flexibility to choose their course from a list of electives, core, allied, non-major
courses, value-based courses, and skill-based courses. This is a student-centric approach to learning or acquiring
higher education. The curriculum with CBCS aims to achieve and accomplish the student’s experience in their
choice of courses and credits for their horizontal and vertical mobility

For BSc (DCFS) program, a student must earn 140 credits as mentioned in the below table.
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Sree Saraswathi Thyagaraja College

(Autonomous)Regulations 2022

d Credit System the Academic Program with effect from 2022-2023 Onwarg,
Choice-Based Lré

: oulations shall be effective for the courses of. study feflf“"g to the
The following Rc,y y h shall be of three years duration comprising of six semesters
Bachelor ng""‘t w l"lcnlch clhall be of two years duration compri.sing of four semesters,
q-';d ;::;:,?:(I.)(;cf: :lc.;‘u cnmlc into effect from the Academic Session, 2022-2023,
1€ ‘ aidents

Coll follows the UGC, TANSCHE and Bharathiar University guidelines

ege ] miversit .

St:rCCBgSpqttcrn in framing Course Scheme and scheme of examinations for the
0 NIOH g :

students admitted in various UG and PG Program from the Academic year 2022-23

and onwards.

1. Definitions and codification: _ .
a) CBCS: CBCS means Choice Based Credit System. Chqlce Based Credit
System is aflexible system of learning. This system permits students to,
* learn at their own pace
* choose electives from a wide range of Elective Courses offered for the Program
* undergo additional courses and acquire more than the required number of credits
* adopt an inter-disciplinary approach in learning
* make the best use of the expertise of the available faculty.
b) Prograrp: T_he term “program’ is used to mean the whole learning €xperience
or combmatlon of courses in a particular field of study
) Curriculum: The term “Curriculum” indicat_es the varijous Components of the
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j)  CIA: The word “CIA™ is used to refer to the continuous internal assessment
within the half-yearly term.

k) End-semester: The word “end-semester’ is used to refer to the terminal
processes of examinations and evaluations at the end but within the half-
yearly term.

1) Credit: *Credit’ defines the quantum of contents/ syllabus prescribed for a

- course and determines the number of hours of instruction required per week.
Thus, normally in cachof the course, credits will be assigned on the basis,of
the number of lectures/ tutorials/ laboratory work and other forms of learning
required to complete the course contents ina 14-15 week schedule:

1) I Lecture = 1 Hour duration =] Credit
i) I Tutorial = 1 Hour duration =] Credit
i) 1 Practical =2 Hours duration =1 Credit

Note:The lecture sessions and tutorials shall not be substituted with
3
any other activitieslike seminars, group discussions etc..

m) Grade point: Grade point is the numerical weightage given to the
particular course ofstudy

2.1 Admission

The eligibility conditions and the guidelines issued by the Bharathiar University
for admitting students are followed for all UG and PG Programs offered at STC.

2.2 Semester Duration:
1) Odd Semesters: June -November
(including end-semester examinations and semester breaks)
i) Even Semester: December -May
(including end-semester examinations and semester breaks)

Any change in the Academic Calendar/Schedule may be made by the
college whenevernecessary.

2.3 Academic Schedule:
The Academic Schedule of all degree Programs under the CBCS shall be
administeredas per the Academic Calendar of the college published for
every academic session.

Course Structure: Ly
The Course Structure of the Academic Programs under the CB(;S'shalrbe'as per the

Course Structure given below. The nature of the Courses for.d1l Academic Programs
3 S ®,
shall be as below: ! o e T~




UG Programs are conducted with a minimum tota

lof140 Credits
Summary of UG Courses Pattern and Credit Distribution in

Choice Baseq Credit System




PG Programs are conducted with a minimum total of 90 credit’sf‘

] o
Part Curriculum Structure No. of Courses Credits to be earned

I Languages 2-4 6-12

I English 2 -4 6-12
Core (Major) Courses 16-18 72 - 80

111 | Allied Courses 04 - 05 .. 16-20
Electives 03 8 < 12

I Non-Major Elcctives (NMEY 2. 04
1V | Value Based Courses (VBO) 2 g 04
Skill Based Courses (SBC) 4 08

V| Extension Activities ol Grade
T Total 140

M

summary of PG Courses Pattern and Credit Distribu(iqa,_inlChofc(e Based Cizdi.t
L4 )

Systemasgiven under
J

Part Curriculum Structure No. of Courses| Credits to be earned
Core courses 17 74
t Electives 4 16
Total 90

I\/lBA/MCAProgramisconductedwithatotaIof90credit5
Summary of MCA Course Pattern and Credit Distribution in Choice
BasedCredit System as given under

Part | Curriculum Structure No. of Credits to be ‘{
Courses earned |
Core Courses 20 68 J
i Electives 03 09 ‘:
Specialization 04 13
| Electives
Total 90

Part I: Language I : Tamil or any one of the Indian or foreign languagesi.e. Malayalam,
French, Hindi, Telugu and Kannada.lt is mandatory for all the UG students to study a
language under part I. A student can select and study any one of the languages offered
under part 1. The syllabus drafted would enable thestudents to communicate with ease
and effectiveness in that language. It is offered in the first two semesters with one
examination at the end of each semester.

Part II: Language 11: English : The study of English is made compulsory for all UG
students under part II. The subject offered during the first two semesters with one
examination at the end of each semester. e

Part III: A set of major papers that include Theory, Practic%{?\iuygﬁkfﬁyés&

Project and Internship in the major field of study selected lythé‘l dent®Core courfes
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are mandatory.




Part IV:

a) Basic Tamil/ Advanced Tamil/ NME:

i. Students who have not studied Tamil up to.XII STD and have taken
any Language other than Tamil inePart I shall take Basic Tamil
comprising of two offers in the third and fourth semesters.

ii. Students who have studied Tamil up to XII STD and have taken any
Language other than Tamil in PArt 1 shall take Advanced Tamil
comprising of two Courses.

iii. Students who have studied Tamil up to XII STD and also have taken
Tamil in Part-1 shall take Non-Major Elective comprising of two
Courses of NME in the third and fourth semesters. A set of non —
major elective courses are offered as choices to the stugents, outside
their major discipline. The courses other than the core and allied shall
be opted by the students as Non — Major Electives.

b) Skill Based Courses: The courses offered as skill - based courses of the.
Program isaimed at imparting Advanced Skills of the progrmme. This
comprises of four coursesfrom 3rd to 6th semesters

¢) Value Based Courses :Courses of cross-cutting issues relevant to the
current pressing concerns both nationally and internationally such as
gender, environment and sustainability, human values and professional
ethics, development of creative and divergent competencies.

d) Massive Open Online Courses (MOOC): According to the guidelines of
UGC, the students are encouraged to avail this option of enriching by
enrolling themselves in the MOOC provided by various portals such as
SWAYAM, NPTEL, and Spoken Tutorial etc. As per University Grants
Commission (UGC) notification, The Massive Open Online Course
(MOOC) through any online platform is compulsory. The institute is
transferring the equivalent credit earned on receipt of MOOCs completion
certificate and it shall incorporate these marks/credits in the overall mark
sheet of the student.

3.4 Part V: Extension Activities:

All the Students shall have to enroll compulsorily for NSS/NCC/Sports activities.
Theextension activities are must for each student to take part in at-least in any one
of these activities for the fulfillment of the degree

The mark sheet shall carry the gradation relevant to the marks awarded to the
candidates. The grades will be awarded at the end of the Fifth Semester. This
grading shall be incorporated in the mark sheet to be issued at the end of the

semester.

A Attendance Eligibility to appear for the End Seme;&tﬁ‘xﬂaminajgﬂi_w‘ons -
A student will be allowed to appear for the end §efn%s;cv‘c‘xgﬂlgations\(_;nly if:
1. He/She procures at least 75% of attendance. Ry .ﬁ 2\

2. He/She should show satisfactory progress‘.in stullies,in-atl"the te ts‘a_ng%
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Shortage of Attendance

The following regulations will be followed for condonation and detention as well:

1. Candidates who carn 75% of attendance and above in the current semester are
eligible to write the examinations. both arrears and regular subjects.

2. Candidates who earn attendance between 65% and 74% (both included) in the
current semester are cligible to appear for the examination if the shortage
of attendance is condoned by the Principal after the payment of the
condonation fee prescribed by the Bharathiyar University.

3. Candidates who carn attendance between 50% and 64% (both included) in the
current semester are not cligible to write examinations in the current semester
subjects but are permitted to continue their studies in the next semester
provided it is the first time that thecandidates have carned attendance between
50% and 64% or else the candidates have to discontinue the course and rejoin
in the same semester during next year with the proper approval of the Registrar,
Bharathiyar University. However, these candidates are eligible to write the
arrears if they have any.

4. Candidates who earn attendance below 50% are not eligible to write
examinations in the current semester subjects and also have to discontinue the
course and rejoin in the same semester in the next year with proper approval
of the Registrar, Bharathiyar University. However, these candidates are
eligible to write the arrears subjects, if any. o |

5. Candidates who earn attendance between 50% and 64% in the previous
semester and have earned combined attendance of 75% or more by taking the
average of the attendanceearned in the current and the previous semesters are
eligible to write semester subjects along with the current semester subjects.

L [

4
5.Restrictions to appear for the examinations ‘

a) Any candidate having arrears paper(s) shall have to appear in all arrears paper
along with the regular semester papers. ol o

b) “Candidates who fail in any of the course of UG degree £xamindtions shall
complete the course within S years from the date of admission and “Candidates
who fail in any of the course of PG degree examinations shall complete the
course within 4 years from the date of admission and should they fail to do so,
they shall take the examination in the texts/ revised syllabus prescribed for the
immediate next batch of candidates. If there is nochange in the texts/syllabus
they shall appear for the examination in that course with the syllabus in vogue
until there is a change in the texts or syllabus. In the event of removal of the
course consequent to change of regulation and / or curriculum after 4/5 year
period, the candidates shall have to take up an equivalent course in the revised
syllabus as suggestedby the Chairman of the board of studies concerned and
fulfill the requirements as per the regulation of curriculum @;Jhmxgﬁi of the

.
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Internal Assessmeni:
In internal assessment, differe

tests, assignments. paper pmentamm,
the courses may be employed. L

. d L T ¥. . )

d) End Semester Examinations: ) =

« There shall be one End semester etm.rﬁ‘;n,r; ba’rﬂ“ 6 4 Marks i eachy
course ofa Semester covering the en ire syilabus Lnx.rre:f Vn; é{)

The End semester examination f normally a written/ [af',rr" vy Fased
examination/Project Work/Diss 50T, fer g .

. The Controller of Examinations half\make necessary aFTINgEmIgNLs for
notifying the dates of the End semdgt<y exammations and ot .ef"'rm’ ures
as per rules (at least 70 days m 3( vagice) a..ﬁLL e Mdc:‘vo,f,me:'mr
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nt tools such as cbjective fesia. W jeren
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notified by the Colleg e - -
« Normally. the End-sem&stﬂf examination fg?‘eaca mur;yha &e of thrze
hourduration. Sonl L
¢) The Procedure for Intemal Assessment and End Semester Examination i prascnbes ot
Annexure I

The pattern of Question paper both the CIA and ESE 1s prascr"f:cf v Agnezore [T

Confidential Works: Setting the question papers. scrutinizing of guestion

papers. evaluating the answer scripts. tabulation of marks. exc anc

announcement of results, shall be govemed by the Contailer of

Examinations.

h) The mode of conduct of the end-semester examinations of the practczl
dissertation courses shall be partially external as below:

e The end-semester examinations of all practical/ dissertation courses s siail te
conductedby a Board of Examiners consisting of the imternzl exammer (the
concerned course teacher) and an external examiner zppomied By the
Controller of Examinations.

i) The mode of end-semester examination and evaluation of the Course shall be
specified in the detailed syllabus of the Course concerned.

j) End-semester Practical examinations shall normally be held before the theors

examinations.

1o, =

7.Malpractices in Examinations

The students, who indulge in any malpractice, while writing examination. will
be directed to report to the Chief Superintendent. The chief snperin!:enﬂent
will review and forward the case to Controller of Examinations and the COE
in turn will submit the details to Malpractice Committee for the inithation of
appropriate disciplinary proceedings.

8. Improvement of Marks in the subjects already passed: Candidates wanting of
mprovmg the marks awarded in a passed subject in their first an i
empt shall reappear

in thc subscqucm semester only The lmprmed marks shall be coaswdered for
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9.5“\( ValidtiQn

‘)_ Photocopy o‘f valued answer seripts: 1f the candidates intend to apply for the
T\cro:\ copy of their answer seripts, they have to annex the Nerox copy of their
ldcnpt)' ¢ ards attested by their respective Heads of Departments, along with their
application. )
After receiving the photocopy, the student

: an verity the copy to find out
whether there is anydiscrepancy in the total marks or omission of marking in

the valuation process. 1f anydiscrepancy is noticed the same may be bounght to
the notice of the Controller of Examinationsfor remedial action.

i) Revaluation after getting photocopyof valued answer seripts: Those
candidates, who have obtained the photocopyof the answer seripts, miay apply for
revaluation. The valuation ofthe photocopy of the answer script can bejverified by
the course teacher and if the course teacher is convineed that the script deserves
higher marks than what is awarded, he/she can recommend for applying revaluation
by the subject teacher and the Head of the department. Provision avatlable for
revaluation is for theory examinations only.

10. Supplementary Exam: Candidates, who are having one course as arrears / absent
after their final semester results, shall be permitted to appear for special
supplementary examinations (There is no provision for revaluation or re-
totalling after supplementary examinations).

11. Results and Progression:

a) A candidate shall be declared as have passed a course, provided he/ she secures-
(1) incach Course at least
UG: 40% of marks in the ESE and total marks of End
Semester Examinations.P’G: 50% of marks in the ESE and
total marks of End Semester Examinations,

(i) UG: at least *C’ grade in the 10 point scale combining both the in-

semester and EndSemester Examination pertformance in all the
Courses separately.

PG: at least ‘B’ grade in the 10 point seale combining both the in-

semester and EndSemester Examination performance in all the
Courses separately.

(ii1) There shall be no separate pass mark for Internal Assessiment,
b) There may be moderation of Internal Assessment marks/End Setmester marks

as and when necessary. o '
¢)  The marks of CIA examinations obtaisted h'\'?!lw‘-cq; didate shall.be carried
. . o X hi \
over for declaring any result. 7 * * e o N\ ‘
d) A candidate who fails or does oL hppear in‘one or mere tpurses of any end
semester examinations up to le\,Scn_\cswr SHAN be provisihnally fromoted




t0 the next higher semester with the failgd course as carry over course(s). Sycj,
candidates will be eligible to appear in the carry over course in the next
regular examinations of those courses.

The Controller of Examinations shall declare the results of the Examinationg

and issue Grade-sheets.

The first rank holder of a Program shall be decided on the basis of the CGy




However, the Overall Weighted Percentage of Marks (OWPM) of a
candidate shall beconsidered in case of tic in CGPA.

12.  Grading System

The absolute grading system shall be applied in evaluating the performance
of the students. The following scale of grading system shall be applied
to indicate the performances ofstudents in terms of letter grade and grade ,

points as given below:

conversion of Marks to Grade Points & Letter Grade :( Perférmance in a course/paper)

\ a8 £, "y
RANGEOFMARKS| == = = | e "ﬁ L
Unpercend e iyl e oo 0 L
—90-100 | 90-100 | O " | OUISTANDING J
30 - 89 50-89 | 30 EXGELLENT j
( 75-179 7.5-17.9 ﬁs %% JISLS,TINCTION J
( 70 — 74 7.0-7.4 A: =""VERY GOOD ]
( 60 — 69 6.0-6.9 A GOOD J
‘F 50 —159 50-59 B AVERAGE /
Y 40—49 40-49 CH SATISEACTORY f
I\L 00 — 39 0.0 0] RE-APPEAR /
‘L ABSENT 0.0 U ABSENT ,

Reappearance is necessary for those who score below 50%
Marks in PG #**;Reappearance is necessary for those who
score below 40% Marks in UG*; # only applicable for UG

programs

Grade Point Average (GPA):

Grade point average (GPA) is calculated for each part taking into account of
all the courses studied under each part. Calculation of grade point average

semester -wise and part -wise is asfollows:
Sum of the multiplication of grade points by the credits

of the courses GPA =

Sum of the credits of the courses in a semester

18




C; = Credit earned for course i in any semester.
rade points obtained for course i in any semester.

yo of Successful Candidates (Overall):

ASSIFICATION OF FINAL
RESULT
9.51010.0 4. 5 al O+
' First Class - Exemplary *
9.0 and above but below 9.5 0]
8.5 and above but below 9.0 D++
8.0 and above but below 8.5 D+ First Class with Distinction *
7.5 and above but below 8.0 D
l‘{ 7.0 and above but below 7.5 A++ ]
|
Ii 6.5 and above but below 7.0 A+ First Class
i 6.0 and above but below 6.5 A
]{ 5 5 and above but below 6.0 B+
! Second Class
" 5.0 and above but below 5.5 B
|
| 4.5 and above but below 5.0 C+#
Third Class
4.0 and above but below 4.5 C%
" 770.0 and above but below 4.0 U Re-appear J
19
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wi The candidates who have passed in the first appearance and within the
prcscril)ed semester ofthe Program (Major, Allied, Inter Departmental and
Elective Course alone) are eligible.

wy#* Only applicable to U.G. Program

Rt
Lot

g 298, .,
) "o .
cumulative Grade Point Average (CGPA) :For the entire program 6CGPQ‘ |s - e b
calculated in thefollowing manner: ‘. / R i
£y
b o P |
Sum of the multiplication of grade points by the credits of the coursgs of
. 1!‘{. & ’ a r
entire Programunder each part, - . - ‘
“’ %‘ [ 2 .'-‘
CGPA = . L —
..................................................................................... ..T..................................:'.:...----..Q-- ceeee

Sum of the Credits of the Courses of the entire Program. under each part

2
nZiCniG
ni CGPA

ZnZiCni

In order to get through the examination, each student has to earn the minimum
marks prescribed in the internal (wherever applicable) and external
examinations in each of thetheory course, practical course and project viva.
Normally, the ratio between internal and external marks is 50:50. There is no
passing minimum for internal component. The following are the minimum
percentage and marks for passing of each course, at UG and PG levels for
external and aggregate is as follows:

1 | UG Degree 40% (20) . 40% (40)

Iy e {.‘ﬂ"‘ e =
2. . | PG Degree 50% (25) 50% (32;, -ﬁf‘ N
e < .

!f s“,r"
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be ehigible tor mnking and

admission to the course and secures 1 or 11 class shall be eligible
such : hall confinad to 10 %e of the total number of candidates
qus lar branch of study . subject to a maxaimum of 10 ranks
Res >3 appeared in the improvement or Arrcars Examinations
shall not be countad for the anvand ofPrizesNledals, Rank or Distinction.
14 Rules for Admission on Transfer from other College
(2) Under Bharmathivar University guidelines, the® admissidn on transfer of
students from other institutions shall be allowed. HOW ever, such transfer shall
be permissible providedthat- . TN
1. there 13 a vacancy in the respective program of study i the 'l‘l}sliuuion
where the transfer s requested X
ti. both the institutions conduct the same dedree Programs under the CBC
iil. the course structure along with.the nomenclature of the courses are
similar between the two instunags, N
- N ! 4
o .

(b) In fulfillment of the conditions as laid down in'®lausg 16(;1} a candidate may
be allowed to get admission on transter from other college on the production
of transfer certificate from Bharathivar University, Previous semester ngark

statements, . etc. not later than 1 (one) month from the commencement of the

classes of the semester concerned.

The marks obtained in the courses will be converted and grades will

i
be assignedas per the STC norms.
1. The transfer students are eligible tor classification.
1. The transfer students are not eligible for Ranking, Prizes and Medals

15. Conferment of the Degree: No candidate shall be eligible tor conferment of

the Degreeunless he / she

i. has undergone the prescribed course of study tor a period of not less than
xaminations as have been preseribed

six semestersand has passed ll :

therefor.
has completed all the components prescribed under Parts 1 to Part V

in the CBCSpattern to earn 140 credits.
has successfully completed the prescribed Field Work/ Institutional

Training (if anv)as evidenced by certificate issued by the

11

authoritiesconcerned.
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REGULATIONS
ON MOOC
¥ PREAMBLE

071
echnology Enhanced Learning (NPTEL) is ..

o . T
—~Natfonal Program on . - ¢ JQin
"'\\L /’%;f/ %o;@tle 1ITs and IISc, funded by the Ministry of Education (Mo[l
- s s o & 9 ] re L. L
., xeng@; aunched in 2003. Initially started as a Project ¢ )

’

¥

%nment of India, and was 1 0 tak,
corners of the country, NPTEL now offers courses ¢
I

- 4 oducation to all
qualityde Y .
in almost all the disciplines. NPTEL is 4 Nationg

;ertiﬁcation every semester |
ngineering courses (UG and PG) under SWAYAM, the Nationg

Coordinator for E B
MOOCs portal. NPTEL also offers courses in Humanities and Management subject
2s the NPTEL partner institutes do have these departments. It offers the courses iy,

online mode which is instructor-lead and self-paced learning environment.

“

.‘Study Webs of Active-Learning for Young Aspiring Minds (SWAYAM) has
emerged as one of the World's biggest Massive Open Online Courses (MOOQCs)
integrated platform of online courses, covering subjects from high school to higher
education including Skill-based courses to ensure that every student benefits from
learning material through ICT. There are a total number of 7,041 online courses on
SWAYAM platform out of which 6,296 courses are credit courses and the
remaining 745 courses are non-credit courses. University Grants Commission
(UGC) vide Gazette Notification dated 25t March, 2021 has notified in the UGC
(Credit  Framework for online Learning courses through SWAYAM)
Regulations,202 1which facilitates an Institution to allow up to 40% of the total
courses being offered by any higher education institution in a particular Program in
Ay semester through online learning courses offered on SWAY AM platform. With

this, the ino i :
students studying in conventional Institutes / colleges can transfer the

credits e
arned through the SWA Y AM Courses into their academic records.

Sree Saraswathi )
Pting s hi Thyagaraja College, Pollachj is continuously taking part in
uality educat; ]
o A Y €ducation ag 4 higher education institution. The faculty members
€ Institution are also encoura .

i
With ref;

ged to complet i ortal.
erence to the Yge ho plete the course in SWAYAM p

fication, it has frameg the regulations for credit



‘A -
g ’

transfer in order to encourage the students to undergo and Jearn the courses through
)
NPTEL-SWAYAM portal. P
2 '
The following MOOCs regulations would come into‘thgforce for the students
’
. ‘

admitted in the year 2022-23 and onwards. 2 S -
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ate (UG) and Post Graduate (PG) students are ncoyr,
: : _ Seq
[SWAYAM/NPTEL/NSDC] in their yg bef,
Ie
and likewise  two MO()CK
S

All Under Gradu
omplete tWO MOOCs

to €
fifth semester

; e
completing th

[SWAYAM/NPTEL/NSDC] in PG b
The MOOCs, selected by the student from SWAYAM /NPTEL/NSDC.
1e :

hould not be a course that have been already given n their respective
should n

curriculum/syllabus.

S : trepreneurship related course
,,» _mfaUG & PG students who do not have entrep p .
| ; i abus should choose one MOOC related to entrepreneurship

efore completing the third semegte,

7 %\ A N
7 & o n ‘thﬁl Sy“

— out of tyo MOOC:s;

. '['H’The) il:IS'tUte is transferring the equivalent credit earned through

;“'\ ' r!\’\ v %{SV\;@Y \M/NPTEL/NSDC] to the students on receipt of MOOCs
\:"\"'».\*’4- - 'v'v"':'Cdfﬁff;,lﬁtioncertiﬁcate and these marks/credits shall be incorporated under
R vy, T e S .
N e *"?xtfa credit course in theoverall marksheet of the student.
'u“‘:“‘“;- i

. The institution will allot a Single Point of Contact (SPoC) who will provide
the list of courses offered in the NPTEL/SWAYAM/NSDC platform in the
First / Second / Third

/ Fourth / Fifth semester for UG and similarly the list of courses offered in the

NPTEL/SWAYAM/NSDC platform in the First / Second / Third semester for
PG.

. A mentor will be allotted based on the domain areas of

! the students to guide,
assist and track the statys of progress. |

nas it js. ;
ark statement » I order to

: > If
the certificatiop, through MOOC Helehe successfully obt

ained

) 2 v ent ln(’l I\S ('1
nd
2>



the further step(s) required for the student:
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1 TN T B TTARALGUL Mk |
g caus | Certification Statu | ‘ e N il o
epment Stat Vel Seore I NEPTEEE Ny "
A — Ilite ! Gold N ARTTII
Submitted - e el Seone Iy NETEE gt
CSubmitted it Vel Seore Iy NETET Ny, it
e e I ‘
Submitted _ il Vet Seore Iy NEFEET Mg TN
Meabmitted Completed
C Submutted - wl SO ol the asstenient [, Al
TSubmitted Not Complete J l i
Submuitted Seore ! VO ol theseore [kl I
[rom the fesd "“‘ﬁ NI
conducted [\ e AARUE
lstiute
| Notobtained Fhe actual seore secnred [Ehe sty
"‘ ”“‘ (sl \““ll”i '!‘|l I‘\ "'“'”l" ”“'“'l
(he institute e tent 1
inatte

wdeht  has  successiully completed the ot
: :

\jz}} AM/NSDC, then the matks obtadned and the appropeinte

%"‘H’,l./
\\&\*Wl.&w“ﬁu informed by the SPPoC* fo the Oftice of the Contraller ol

N 2 ’ V4 it 4 | , .
™ " b .x..h\'ﬂ@umhnns (Col2), The marks and its corresponding prade iy chang

\‘l
W o

’w" ] "W : . H ) ! V
as per the CBCS guidelines and repulations of the coresponding Progrim

[ ]
.
=

o Ilany student opts for more than the required number of MOOCICwiTT he
considered as additional credit, and it will not be constdered for caloaliting
the CGPA,

. I the student fails in the MOOC examination or the stadent did nol
appear for the MOOC examination, (here ts an slternntive option for (he
student to complete the MOOC through the exaninntion comdineted hy

the college similar to that of MOOC'y:

In such case, the student needs 1o pay the MOOC exam fee il (e ollegte
and he will be allowed o take up o 100 MCO teat nl the o ollege Tnl, e

results of this online test will be fnken ap by the COL section for e

completion of MOOKC,



Sree Saraswathi Thyagaraja College Pollachi

r Department of Digital And Cyber Forensic Science — UG
7.———-——"'—'_’ - . - .
; Credit Distribution and Scheme of Examination
1"
t ’ No. of
.’ [ . Courses
| Part | Curriculum Structure Credits
| >
if 1 Languages 6
[ n Professional English 2 6
— 3 .
Core Courses 84
4 r«‘ ‘f
Allied Courses il 16+ ...
I - !'3 .
Elective Courses H h 12 i
Vo
Skill Based Courses B 8
I .
Non Major Elective ‘:: >\ ‘:&' ol
£ N ﬂ s
Value Based Courses 1 P~ = : !
1l *Extra Credit Courses g* e
(2 Professional English & 2 MOOC & 4 PLACEMENT) 14*
GRADE
IV NSS/NCC/SPORTS
TOTAL 41+8* [ 140+14*
INS.HR
TYPE
OF COURSE . ES
I NAN D J CIA TOT CR
PART COURS CODE NAME OF THE COURSE L P i E
E
[ ] SEMESTER — |
Language-1 i
1 [ Language-1 | Theory. [ XXXX (Tamil/Malayalani/Hindi/Fren 4 50 |50 100 3
| ch)
11 l English Theory XXX Communicative English -1 3 50 | 50 100 3
| Core 1 Theory | 22BFSICI0 | Basics of Cyber Security 3 1 30 1501 100 4
| Core2 Theory 22BFS1C20 PrOgrz{r\n?ningin C 4 1 30 | 350 100 5
M | Core 3 Practical | 22BFS1C30 | Programming inE?ah\ 4 50130 100 4
W | Allied! | Theory SRBMAGA | Fundamentals of Statisties T~3 50 |s0| 100 | 4
——“\ .
Y .f VBCl1 Theorv 22DHEI1VI10 | Environmental Studies 2
g ECC-1 Theory | 22GENIZ10 | Professional English 1 3

28




Scheme of Examination (Student admitted from 20

For 2023-24 BOS a

22-23 and onwards)

-
INS.HR ]
TYPE
OF COURSE
PART coiRs | cobE NAME OF THE COURSE cia | ES| Tor | CR

E L P T E

- | |

i | [ SEMESTER - |

N —ezTamige Langl.lage-l o

| Language-1 | Theory (Tamil/Malayalam/Hindi/Fren 4 50 | 50 100 3
. ch)

Il | English Theory  |226:EN L1 0 | Communicative English —1 3 50 50 100 3
LT | Core 1 Theory | 22BFSICI10 | Basics of Cyber Security 1 50 | 50 100 4
‘| Core2 Theory | 22BFS1C20 | Programming in C 4 1 50 | 50 100 5

1 | Core 3 Practical | 22BFS1C30 | Programming in C Lab 4 50 | 50 100 4
- 22BN

| Alliedl Theory .I.V;SSMAGA Fundamentals of Statistics 5 50 50 100 4
v | VBC1 Theory 22DHEIVI10 | Environmental Studies 2 50 - 50 2
—]
ECC-1 Theory | 22GEN1Z10 | Professional English 1 3 25¢ | 75| 00 | 3¢
Total for Semester — I 30 - - 750 25+3*
SEMESTER - 11
| _ 22TAM2L20 [ e
- =

|| Leneuage- | Theory | 22MAL2L20 | o oy 1o alam/Hindi/ 4 50 | 50| 100 3
| 2 22HIN2L20 | A
| 22FRE2L20
I | English Theory | 22GEN2L20 | Communicative English — II 3 50 | 50 100 3
| 1 | Core4 Theory | 22BFS2C10 i:med”.‘:“O” o Cyber 4 S0 1301 100 4
| orensics

| Core 5 Theory | 22BFS2C20 | Java with Data Structures 4 50 150 1 100 4

[l | Core 6 Practical | 22BFS2C30 | JAVA programming LAB 4 50 50 100 2

' . 22BMAGAJ | Discrete Structures and
—lll Allied2 Theory 0 Applications 5 50 50 100 4

Value Education and Human
22DHE2V20 2 5 -
TiV VBC2 Theory Rights AT 0 50 2
- =~ v n = = \\
ol Placement ’/J\ ‘/v: e g ’\ 1*
{ ; ] 7 _ ‘.J/ o Gex | 75 * .
“ ECC-2 Theory 22GEN2Z10 | Professional English I f,; N \25‘ % 100 3*
Ny y
——— LY \J
g Total for Semester —I1 } o 30 - "“g - 750 | 22+4*
i SEMESTHR-WIT | Ju§ 2073 | i
| 21TAM3130/ L L, J:
1 Language-III P \ FAN |
| pneuage | gy gy | ZLHINLSO/ | ot Malayalam/Hindi NN _4“2._. A S0 50 ) 100 |3
| 21FRE3L30/ | onch) \1‘ i g A
I 21MAL3L30 \ " .
| Communica Frolish papex = 111 }\\;J P T T 3
____| tive English 22GEN3L30 |EH3N papex = L B ‘
: N 50 50 3
|1l | Core7 Operating System and 4 100 3 J
L re Theory 23BFS3C10 Networks
- SO rrrs — o e



. ~ [
" -] Python Programming for 3 50 50 [ —~o
- - 22BFS3C21 enetration testing 00
0 cores | Theory D : 3 S0 S —ltf))
| core ] Python Programming and 50 3|
et 23BFS3C30 | ° 109
"1t | cored Practical | 23 Linux Lab . \
iy | Core - . 4 50 [T
—1 = | Theory 23BIFS3A10 | Allied-3 T 100 h‘
il M——-m——' 2BFS3S20 _gryptography _[ L) Bf%ﬂb 3 0 | 50 :E*E\i
v _S_B_C_L___——-’-y-‘léfa'[géz- 520 ) 0 |4 R
- NME Course - | S 75 ,
v | NMEI Theory - )
—t—T | Placement 2 _\*
T Ghe | g s | Total for Semester — 111 30 5 -#_& o
SEMESTER -1V
21TAMAL40/ [
21HINAL40/ | Language-lV o
Language | Theqry (Tamil/Malayalam/Hindi/ 3 3
11l 21FREALA0/ French)
21MAL4L40
tive English . Fﬁj L3 L-/)moﬁuq'e_ _&i !
L Ethical Hacking 3 2 50 | 50 , A
Il | Corell Theory | 22BFS4C10 00 &
11 | Corel2 Theory | 22BFS4C20 | Cyber Forensic 4 50 | 50 100 3
(11 | Corel3 Practical | 22BFS4C40 | Cyber Forensic Lab 4 50 | 50 100 2 |
| Allieds | Theory = =0 V90| Allicd _ 4 PSY of Criminal 3 50 150 | 400 5
v | sBc2 Theory |*2 ‘BRFS 4y Cyber Law 3 30 | 45 75 2
IV | NME2 Theory |- NME Course - 2 2 - 50 50 2
Placement 2 !
L NPTEL 1 o
f Total for Semester -1V~ | 30 Sl es | g
? SEMESTER - V |
j Vulnerability Assessment and 1 50 | 50
I | Corel Y 4
l!.. orel5 Theory | 22BFS5CI10 Penetration Testing 4 100 ;
| ' . Vulnerability A i
{1 | Corel6 y Assessment and 4 50 50 |
!f_ . Practical | 22BFS5C20 Penetration Testing Lab 100 _’3’_4
Llll Corel? Theory 22BFS5C30 | Mobile Forensics 3 1 50 50 100 J’__ Q
E_ _lll Corel8 Theory | 22BFS5C40 | Network Security 4 50 50 100 ’4”1!
_! ll_ Corel9 Project 22BFS5C4D Project Work Lab 4 50 50 100 3o
| CEl Theory |- Core Elective — 1 4 50 50 100 j
IV | SBC3 Theory 22BFS5S30 Wirelg,sg Audit and Forensic
_ | =" Investigation 3 30
i /glﬁpem'ent' T~ 2
7 ) 22ETN5XX / | Xt?nSl()[l/ACliVily
vV | EAC Ax &N’atwnﬂ Service Scheme A\ EHEOE
Vit e . ": .I > — OrFs,‘f‘ = ;
i - — = | S Total for Semester 2y L e e ) e e
e UNeNiggTeR | vy - 3
11 ore20 Theory | 22Brg6 SOC and Thyeat Intellige 2 . 4
T . —ggnee | 45 50 50 100
| 11| Core2l { Theory | 22Bf'S6 argBHzlysTs —f 1 =7 y
T =7 4174 | 50 |50 100




e : =0 [50] 100 | 4
11 Core22 Practical | 23BFS6C30 PRDE 4 |- ] "
e : 7 50 50 100
(‘ I | Core23 Practical | 22BFS6C40 | Main Project L ] '—"3
Th . 4 50 50 100
1 | CE2 Theory - Elective =2 = 100 2
jAI IT CE3 Theory = Elective — 3 2 2 50 : ;
~ 7
, IV | SBC4 Theory 2BFSAASO | Malware Analysis Lab 4 30 | 45 =
— - 5 S
[ 222¥56510 Toal for Semester — VI 30 - 67
‘ Total
{- ECC* Prolessional English ) ) _ _ 6
_ (2 courses) A
ECC - MOOC (2 courses) - - - -
. 3900+ | 140+
Grand Total 180 200%* 14*

$ INS.HR = Instructional Hours

__List of Allied Courses (CBCS)

S.No | Semester Type of Course Code Course Name
course
Allied — 1
u l I , Theory | 19BMAGAIO I I'undamentals of Statistics
Allied —I1I
1 l 11 , Theory | 19BMAGAIJO | Discrete Structures and Applications
Allied — 111
T | Theory | 22BFS3A10 [ Risk assessment and Security Audit
Allied — 1V
1 | | Theory | 282,01 4 B Psychology of Criminal Behavior
Electives of B.Sc(DCFS)
| \% I Theory 22BFS5EA0 Cyber Attack and Cyber Warfare
VI 11 Theory 22BFS6EAD SOC Lab
3 | VI 11 Theory 22BFS6EBO Cloud Security and forensics
NME Offered by B.Sc(DCFS) for other departments
Theory 22BFS3N10 Principles of Computer Security
Theory 22BFS4N10 | Cyber forensics
Theory 22BFS3N20 | Internet Security
Theory 22BFS4N20 | Cyberlaw Y




Theory

LOBMAGAJ0

Allied — 111

Discrete Structures and Applications

e

| I i Theory 22BIS3A L0 K.I in Cyber Security and Forensics
 Em— - e T —
Allied =1V —
LB Theory | 2BPYGEBI_| Pychology of CriminalBeor
Electives of B.S¢ (DCIS)
! v I Theory 22BIFS5EAD Cyber Attack and Cyber Warfare
2 VI 1 Theory 22BIFSGEAQ Protecting Critical Infrastructure
) Vi 11l Theory 22BFS6EBO Cloud Security and forensics

NME Offered by B.Se(DCFS) for other departments

Theory 22BFS3N10 Principles of Computer Sccurity
Theory 22BFS4N10 Cyber forensics

Theory 22BFS3N20 Internet Security

Theory 22BFS4N20 Cyberlaw
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LIST OF VARIOUS NME COURSES OFFERED BY ALL UG DEPARTMENTS

32

S.No NME NME Course Names
Course Code
— 1. | 22BMA3NI10 | Numerical Ability -1
22BMA3N20 | Verbal Reasoning
22BMAJNTO0 | Numerical Ability - 11
22BMA4N20 | Non-Verbal Reasoning
2. 22BCS3N10 | Internet Programming- Lab 1
22BCS3N20 | Animation Technique- Lab 1(Flash)
22BCS4N10 | Basic Programming in C
27BCSAN20 | Animation Techniques- Lab (3ds- Max)
3 22BIT3N10 | OfficeAutomation forDocumentationLab
22BIT3N20 | MultimediaLab
22BIT4N10 | OfficeAutomationLab
22BIT4N20 MultimediaLab
4. 22BCA3NI10 | Basics of Excel
22BCA3N20 | Digital Publishing Tools-I
22BCA4N10 | Advances in Excel
22BCA4N20 | Digital Publishing Tools-II
5. 22BFS3N10 | Principles of Computer Security
22BFS3N20 | Cyber forensics
22BFS4N10 | Information Security T e o
22BFS4N20 | Cyberlaw Y Ve
6. 22BDA3N10 | Data Visualization using Tableau -1 .# 5 ™ . : -".' B
22BDA3N20 | R Programming for Beginners - | - .,' .
22BDA4N10 | Data Visualization using Tableau -1I .~ ”
22BDA4N20 | R Programming for Beginners - 11 i K
7. 22BAM3NI0 | Basic Python Programming 3\‘
22BAM3N20 | Basic Power Bl Lab v
22BAM4NI10 | Advance Python Programming Lab . Iv
22BAM4N20 | Advanced Power Bl Lab .
8. 22BCH3N10 | Chemistry in everyday life -1 "
22BCH4N20 | Chemistry for everyday life —II o
9. 22BPY3N10 | PSYLIFESKILLS
22BPY3N20 | Interpersonal Relationship skills
22BPY4N10 | PsyLife Hacks
22BPY4N20 | Problem solving and creativity
10. 22BEN3NI10 | Writing Skills for Media
22BEN4N10 | Professional and Technical Writing
11. 22BCM3N10 | Entrepreneurship
22BCM4N20 | Practical Banking
12. 22BBC3N10 | Accounting Software-]
22BBC4N20 | Accounting Software-]1
3. 22BPA3N10 | Personal Finance




I
22BPA4N20
| c=DEAT 2
22BAB3NIO
| 2£DAD- "
22BAB4NI0

Basics of Stock Market

Agricultural Marketing
Digital Marketing

_'F——_W Digital Banking
‘ T20BBI4N20 | Elements of Insurance
72BAS3NI10 | Information Security |
16. 22BAS4N20 | Office Administration |
17. 22BBA3NI0 | Management Concepts T
22BBA4N10 | Training and development |
18. 22TAMS3NI10 | Basic Tamil I T
22TAM3N20 | Advanced Tamil I
22TAM4NI10 | Basic Tamil II T
22TAM4N20 | Advanced Tamil II




