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~ B.Sc. (Digital & Cyber Forensic Sgience) degree program PEQ, PO and PSQ

PROGRAMME EDUCATIONAL OBJECTIVES (PEQ)

Within a few years of obtaining B.Sc, degree in Digital Cyber and Forensic Science, the
student will be able to

PEO1: Graduates are prepared to be employed in the field of cyber security and IT industries
by providing expected domain knowledge in Cyber Security and Digital Forensic Science

PEO2: Graduates are provided with practical training, hands-on and project experience to
meet the needs in the field of Digital and Cyber Security.

PEO3: Achieve advanced knowledge in figld Q;"’Cfﬁér and Digi;aprpp_nsjg,ﬁFi_cgce to excel

professionelly in the Industry with effective communication to'wark in a team.

PEO4: Produce graduates who demonstrate ethical backgrounds and who can articulate the
ethical and professional standards of the discipline.

PROGRAMME QUTCOMES ( PO)

The students at the completion of the Programme will he able to

PO1: Investigate professionally with ethical responsibility as an individual as well as in
multifaceted teams with positive attitude

PO2: Adapt to sustain in emerging era in the ﬁ'elii_'o't‘_:digftal forensic scienice and constantly
upgrade skills towards Iidehendent d felong lariig, -

PO3: Develop oral and written communication skills through the sequence of courses, with

particular attention to development of the ability to p're'sérit technical information without
bias. at a variety of levels in criminal justice system,.-.: 7 T8 s

: \@é&ds and to develop the

skills to take up research and higher studies n; the field of di

PO 4: Design, develop models and provide ;\_pfi?t_i@ﬁsl
ital fo;ensic- science,
PO 5: Inculcate skilis to excel in the ﬁélcis' of digital forensic sé,ience and IT enabled

services, Criminology sectors, Teaching and Research.

&
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PROGRAMME SPECIFIC OUTCOMES (PSQ)

At the completion of the Programme, the students will be able to

PSOL1: Apply the knowledge gained during the course of the program with the ability to

apply diverse information to solve a real problem,

/ PSO2: Apply the knowledge of ethical and management principles required to work in a
team with stewardship of the society.
PS03: Able to apply the knowledge gained during the course of the Programme in the areas
of problem solving, analysis, critical thinking and analysis abilities
PSO4: Develop a conceptual understanding cyber laws, rules of evidence, legal system.
PSOS5: To acquire the knowledge and to develop the ability to use diplomacy and
professionalism in group interactions throughout the sequence of courses.
Mapping the POs with PEQ
POs/PEOs PEO1 PEO2 PEQ3 PEQ4
PO1 S M M M
PO2 M S M S
J PO3 L M S M
PO4 M M M S
POS5 L M S s |
S- Strong; L.- Low; M-Medium
Mapping the PSOs with PEO
PSOs/PEOs PEOI1 PEQ2 PEO3 PEO4
PSO1 M S M M
PSO2 S M M M
PS03 M AT S, I S S
PS04 M ey S NS S
PSO5 M-S RS NG S S
RSV s
;_‘ r ;I;‘ . ..‘ :. 1..|’.
J S- Strong; L- Low; M-M’ede s HJL'L oy '
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Curriculum Framework with Choice Based Credit System (CBCS) and Syllabus for Outcome Based
Education (OBE) in Bachelor of Science ( Digital& Cyber Forensic Science) degree programme for the

students admitted from the academic year 2021 — 22 onwards

The Choice Based Credit System (CBCS) preserves the identity, autonomy and uniqueness of every
programme and reinforce their efforts to be student centric in curriculum designing and skill imparting,
Choice Based Credit System (CBCS): Choice based credit system (CBCS), provides a learning platform
wherein the student has the flexibility to choose their course from a list of electives, core, aliied, non-major
courses, value-based courses, and skill-based courses. This is a student-centric approach to learning or
acquiring higher education. The curriculum with CBCS aims to achieve and accomplish the students
experience their choice of courses and credits for their horizontal and vertical mobility
For BSc (DCFS) programme, a student must earn 140 credits as mentioned in the below table.

B.Sc. (DCFS) 2021-2022

Summary of Courses Pattern and Credit Distribution in Choice Based Credit System

Part | Curriculum Structure No. of Courses Credits to be earn
I Languages 02 06
Il English 02 06
Core (Major) Courses 21 81
I Allied Courses 04 16
Core Electives 03 15
. Non-Major Electives (NME) 02 04
Iv Value Based Courses (VBC() 02 04
Skill Based Courses (SBQC) 04 08
\Y% Extension Activities 01 =1 Grade
Total T T
|I Extra Credit Courses (ECC) 04 D‘ — 212 -
Grand Total : C 45 52|



Outecome Based Education:
“Outcome-Based Education® (OBE) is considered as a student-centered instruction model that focuses on
measuring student performance through outcomes. Quicomes include knowledge, skills and attitudes. In the
OBE model, the required knowledge and skill sets for a particular degree is predetermined and the students
are evaluated for all the required parameters (Outcomes) during the course of the program,

Part-1 : Languages: Part — [ comprises of category namely Tamil/Hindi/Malayalam/French
Part-1II: English: Part — 2 comprises of the category namely English

Part-III:  Core Courses: A set of major papers that include Theory, Practical, Allied, Core Electives,
Project and Internship in the major field of study selected by the student. Core courses are mandatory in
nature.

Part —1V: Non - Major Electives (NME): A set of non - major elective courses are offered as choices of the
students, outside of their major discipline. The courses other than the core and allied shall be opted by the
students as Non — Major Elective.

Value Based Courses (VBC): Courses of cross-cutting issues relevant to the current pressing concerns both
nationally and internationally such as gender, environment and sustainability, human values and professional
ethics, development of creative and divergent competencies.

Skill Based Courses (SBC): The courses offered as skill - based courses under Part IV of the programme is
aimed at imparting Advanced Skill of the Programme. This comprises of four courses from 3rd to 6th
semesters,

Massive Open Ontine Courses (MOOC): According to the euidelines of UGC, the students are ehicouraged
ko avail this option of enriching by enrolling themselves in the MOOC provided by various portals such as
SWAYAM, NPTEL, Coursera, etc. As per University Grants Commission (UGC) notification published in
the gazette of India about UGC (Credit Framework for Online Learning Courses through SWAYAM)
Regulation. 2016 on 19th July 2016, The Massive Qpeg

compuisory. The institute is transferring the equivalent’ e ftarnJéallmrough SWAYAM on receipt of
i S

:ﬂn’fine:C_oprse (MOOC) through online portal is

MOOCs completion certificate and it shall incg&r’pc:}a(é

'__§‘?j~n the overall mark sheet of the
.k

student. A V51
Bl activeli L .
Part — V: Extension Activities: Students s!'g@ll:_gbi\a actively parmﬁ_fatedj in the extension activities such as
(O prons ofd

National Service Scheme (NSS), Youth Red!Cioss (Ym& énd Red Ribbon Club (RRC). The
Ve TN = ¥

extension activities are must for each student tbtgéke,}a Timat-least in /any one of these activities for the

e

fulfilment of the degree. Sy e At




Scheme of Examination (Student admitted from 2021-22 and onwards)

PART o nggg": NAME OF THE COURSE 'NS‘" CIA | EXT | ToT | ¢R
COURSE .
SEMESTER -1
2ITAMILIO [, e
R T N (e gii\fl’;ﬁl;(')o ()TamillMaIayaIam/Hindi/French 6 so | s0 | wo | 3
21FREIL 10
Il English Theory 21GENIL10 | Communicative English = | 6 50 50 100 3
11 | Corel Theory 21BFS1C10 | Basics of Cyber Crime 4 50 50 100 4
I | Core2 Theory 21BFSIC20 | Programming in C 4 50 50 100 4
I | Core3 Practical | 2IBFSI1C30 | Programming in C Lab 3 50 50 100 2
1| Alliedl Theory (Z)IBMAGAM Fundamentals of Statistics 5 50 50 100 4
v 1 vBCl Theory 18DHEIVI® [ Environmental Studies 5. 50 R 50 2
ECC-1 Theory 21GENIZI0 | Professional English 1 4% 25% T5* 100* 2
| S e e | S T T Total for Semester — 1. 30+4* | - : 650 | 22+42%
SEMESTER - 11
S, 3:;}?{%:‘33 l.anguage-
I | LS S IHINoLe | N{Tamil/Malayalam/Hindi/ 6 50 50 | 100 3
21FRE2L20 | "reneh)
1| English Theory 21GEN21.20 | Communicative English — 11 6 50 50 100 3
Ml | Cored Theory 21BFS2C10 | Information Security 4 50 50 100 4
i 1 Cores Theory | 21BDA2C20 aﬁj;‘j;\%"iemed Programming 4 T 3
Wi 4 Cored Practical | 21BDA2030 | S:ge‘“ OricntediBrogramming =Tk o | 0 it 10 2
Vi | Allieaz TThcor) élaMAGAN 21::&2:;‘::‘”“"‘“ and : 5 050 ) so | w0 | 4
i . . | LEDHEZV0 Value Education and Human )
v | VBC2 | Theory Rights 2 50 50 2
ECC-2 Theory 21GEN2Z10 | Professional Ené]ish )] 4* 25* 75* 100* 2 |
il [ | | Total for-Se_:Tester—xll : = | es0 | 2242 |
_ _ SEMESTER - 111 i jl
: 1l *Core’! Theory Tv2]BFS3C]0 . Operating System =30 -1 100 5
i | Cores Theory | 21BFS3C20 | Ethical Hacking s | 50 | 50 100 s
10 | Core9 Practical | 21BFS3C30 | Ethical Hacking Lab | 30,.] 3 1100 5
HI | Corel0 | Practical | 21BFS3C40 Operating System Lab 4 | %0 . 50 100 2"‘_.,
| Allied3 Theory | 21BCH3A10 [ Allied - 3 N ] %@f 50 ] 100 4
v | sBCI | Theory | 2IBFS3S10 g;ypﬁzgirif)':‘:y Il \ B AP LIS IR
v | NMEI Theory | - | NME Course — 1 ST 50 | 50 | 2
! [z 5 : | Total for Semester — II1 BT S = 625 | 25 |




SEMESTER - 1V

Network Security

50

50

I | Coreli Theory 21BFS4C10 5 100 5
Il | Corel2 Theory 21BFS4C20 | Cyber Forensic 5 50 50 100 5
Il | Corel3 Practical | 21BFS4C30 | Cyber Forensic Lab 4 50 50 100 4
Il | Coreld Practical | 21BFS4C40 | Network Security Lab 5 50 50 100 4
m | Allieds Theory | - Allied - 4 5 0150 1 100 4
IV | SBC2 Theory 21BF84820 Python Programming Lab 4 30 45 75 2

NME Course -2 - 2

Theory -

50 50

i

Totlr Sier

TR

SEMESTER -V
. . Vulnerability Assessment and 50 50
[l | Corel5 Theory 21BFS5CI10 Penetration Testing 6 100 5
e Vulnerability Assessment and 50 50
| Corel6 Practical 21BFS5C20 Peneteation Testing Lab 6 100 3
m | Corel” Theory | 2IBFS5C30 g.‘g“a' Image Processing & 5 0130 1 00 4
iometric Security
Il | Corel8 Project 21BFS5C40 | Project Work Lab 4 50 50 100 2
1 | CEt ‘Theory - Core Elective - 1 5 50 S0 100 5
. B Android Application
IV | §BC3 Practical 21BFS5830 i 4 30 45 75 2
Extension Activity
v EAC 21IETN5SXXX | National Service Scheme / GRADE
_i Sports - 7
: Total for Semester — V ol et R P
SEMESTER - VI
| Corel9 I'heory 21BFS6C10 | Web application security 6 50 30 100 5
Il | Core20 Theory 21BFS6C20 | Malware Analysis 4 50 50 100 4
1 | Core2! Practical | 21BFS6C30 | Web application security Lab 6 50 50 100 3
I | CE2 Theory - Elective - 2 5 30 50 100 5
HI | CE3 Theory E Elective - 3 5 50 50 100 5
IV | SBC4 Theory 21BES6S40 File system Forensic e :“?‘#‘:._\ 30 45 75 2
o Abos 1o T [ _
T e, ¥ | Total for Sefiést ;1”&\0 3Nt Y [ - a2
Total = 180 { R | - | 3700 [ 140
LCC Professional [?ngllsh - n?f_ : "-;l. ) _ X
(2 courses}. iz
ECC - MOOC (2 courses) d2- Sl - - 4
Grand Total %, "~ “F 1180 o VA 3700 | 152
$ iNS.HR = Instructional Hours “\\\~

**Note: As per UGC guidelines SWAYAM Courses are made compulsory for stu

dents of BSc DCFS programme admitted

during 2619 — 20 onwards. Every student has to compulsorily complete 4 SWAYAM courses and earn 8 credits (2 Credits
per course) to become eligible for the award of degree. Credits will appear in the consalidated mark sheet only.




This Regulation regarding SWAYAM-MOOC course was subsequently amended in Standing Committee meeting held on 9"
Dec, 2020 as ... As per UGC Guidelines Online Courses are made compulsory for the students of all Under Graduate &amp;
Post Graduate programmers admitted during 2019-20 and onwards. Every student has to compulsorily complete 2 MOOC
courses and earn 4 credits (2 credits per course) during the course of study to become eligible for the award of degree.
Credits will appear only in the consolidated mark sheet.

List of Part — 1 Language Courses (CBCS)

S.No. Semester Type of course Course Code Course Name
] ] LU 7 18TAMIL10 | Tamil -1
2 | Theory IS8HINIL10 | Hindi—1
3 I Theory ISMALILI0 | Malayalam — 1
4 I Theory I8FREIL10 | French—1I
5 I LT ISTAM2L20 | Tamil ~ Il
6 Il Theory I8HIN2L20 | Hindi-II
7 il Theory I8MAL2L20 | Malayalam — 1
8 il U ISFRE2L20 | French - Ii

List of Allied Courses {CBCS)

5o Semester Type of Course Code Course Name
. course
Allied ~ 1
TE | Theory | 19BMAGAI0 | Fundamentals of Statistics
Allied - 11
1 | I ' Theory | 19BMAGAJO | Discrete Structures and Applications
! Allied — 11
| | Theory | 19BCH3A10 | Forensic Chemisiry
Allied - 1V
1 v Theory 19BPH4A 10 | Forensic Physics
List of Vatue Based Courses
S5.No Semester Type of Course Code Course Name
course
1 [ Theory I8DHEIV10 Environmental Studies
2 1 Theory 18DHE2V20 Value Education and Human Rights
List of Non - Major Electives (CBCS) L , ..
Type of Course st L] TOffering
S. No. | Semester course Code Course Name .~ | i 4| Department
! 1 Theory | ISTAM3NI0 | Basic Tamil -] A~
2 1T Theory 18TAM3N20 | Advanced Tamil - | ' ' -
ami
3 1A% Theory 18TAMANS0 | Basic Tamil 1]
4 v Theory 18TAM4N40 | Advanced Tamil 11
5 T Theory | 19BEN3NIO | Basic English Tor Competitive Ii"h\'aminatiqn‘g A Enalish
e e nglis
f v Theory 9BENAN20 1 Basic English for Competitive ExEijgati'ons I g :



7 It Theory 19BMA3NIO | Numerical Ability-I
- . Mathematics
8 v Theory 19BMA4N20 | Numerical Ability-II
9 I Theory I9BPH3N10 | Physics of Sports -
10 |1v Theory | 19BPHAN20 | Physics of Music e
1 IH Theory 19BCH3N10 | Chemistry for everyday life -1
- ; Chemistry
12 v Theory 19BCH4N20 | Chemistry for everyday life -2
13 T Theory 19BSY3IN10 | Psychology Life Skills-I
- - Psychology
14 v Theory 19B8Y4N20 | Psychology Life Skills-I1
15 i Theory 19BCM3N10 | Practical Banking
- Commerce
16 v Theory 19BCM4N20 | Capital Market
19 ] ‘Fheory 19BBA3N10 | Customer Relationship Management
- - Management
20 v Theory 19BBA4NI0 | Rural Marketing
21 HI Practical 19BCS3NI0 | Excel Communications and Slide Logic Computer
22 v Practicat | 19BCS4N20 | Web Design for Non-Designers Science
23 I Theory ISBFS3N10 Risk & Threat Management v
24 v Theory 19BFS4N20 Forensics Auditing
List of Elective Courses (CBCS)
S.No. Semester Elective | Type of Course Code | Course Name
course
Electives of B.Sc. (CS)
] v I Theory 19BCSSEAQ Object Oriented System Development
2 VY I Theory 19BCS3EBO Mobile computing and WAP
3 Vi 1 SIpEenT {OBCSEEAD Software Testing and Software Quality
Assurance
4 Vi 11 Theory 19BCS6EBO Network Protocols
5 VI HI Theory 19BCS6ECO Software Project Management
6 VI 1t Theory 19BCS6EDO _.-<| Netwark Sgcilfity
Electives of BCAZ™ % _,,,.-ﬂ o,
1 v I Theory .| 19BCASFAG." <[ E- G&Q}r&eazmqm Commerce
2 vl T Theory /| 19BCAGEAO /| Business frethigemc
3 VI i Theory < | 19BCAGEBO Clogd cd’mpuung \ \\
Eléctives of B:-SCICT) oy
1 \ 1 Theory: 19BCTEEAOY | Computer Irﬁgllatlon and. Serwcmg
2 VI i Theory . 19BCTORAD \ \a%?mg LAN and Troubleshooting
' -Crbedded Systems andReal Time
' {
3 Vi i Theory I )BCT6I‘&& Opumm g.spms
Electives of B. Sc(I'I‘) o =
1 |V i ' Theory | 19BITSEAD | Data Nhining & Dara Warchoroh o




2 Vi 11 Theory 19BITSEAQ l Big Data Analytics

VI 11l Theory I9BIT6EBO | Internet of Things
Electives of B.Sc{DCFS)
] Vi 1 Theory 19BFSSEAQ Cloud Security
VI 11 Theory 19BFS6EAQ Block Chain Technology
3 Vi 1§ Theory 19BFS35EBQ Trends in Digital Forensic

Electives of B.Sc. (AI&ML)

Neural Networks

1 Vv 1 Theory 19BAMSEAQ Digital image Processing
Wireless Network

Fuzzy Logic

2 Vi H Theory 1ISBAMG6EAQ Pattern Recognition
Information Security

Embedd_e_d._Syggg_ms
3 i 1 Theory 19BAMGEBO | Adeaticed data mifiing

Secialgnd web'média analytics
RIS S ">

The Course “Yoga” is offered as Capability Enhancement Course, Certificate with gradeﬂill be awarded according to

the marks obtained.



SEMESTER -1

SEMESTER -1
Course Lecture Tutorial
Code Type Course Name Category (L) (T)'a Practical (P) Credit
2ITAMILIO | Language -1 Tamil-I Language 75 - - 3

‘FRLSILESLD BeosdwsBe o sien  CEjSsasw, HHpsieo FUPEDIFNHET,  GmPpenL.
SLFBUSUDBEND  IOTERIEUTHET slaflgled eflenmdles GCemeiEnd suensullsh (LPHsL LHEUSSISETET  LITL ASH6H
Gsfla Gaowdu’ Gersrer. Esisnmw AN T ATNLAL: o) SO  usmLOugnUusuSAes  BLAurS0

CUTEIGEE. Garss, SHb, &lms. Ansme umLLusheTa  uuibdemsnyd  SOPOILTL D

SUILDMI G S G-

*F B HE] DT ENEIE:
e Guaiemsoliusied iy SHBAMENL UGSHE CSHTEGHE pImun CuTsHelsd
UL SSLLID SImnsESIUL BTG
o &L wHULBmeT 2 M susnaulgid, CuTLiysHEoneyaamen
aBnGsnsiend Hensoulgud ‘SO’ - UGS - I DiEWHESUULBETEEI.
o Uempuisidil Gue, eiwps swmyb pundsen vwind sTaUGSBE.

SYLLABUS:

Uni C tent Instructional
nit ourse contents Hours

DG & SNMBEET;

Ly gl QumaGuwir QuowtGur - BiHuSIGey
B UugiGeu

LI & 1T bl LOIT 53T L_5u0t USsatLiT et BT LD
&6D DT MSHEN

BIDEHED SHENIEHT samngBaal - gD Bsvsnev QEHiuteud

SUTERl T F 6l WOTeney —SiBE @Rguml dgiu

&G S0 T & 651 HHEIUIUTL - ugwdleustl HpSHSe0mbE!

BIF... & LDIT T & 68T FlGAy STUUWD - DUDLDT @@L@&g}sﬂ

Buogs @i QeuslEad  GeueriBu @suans\) - .BEE
QeusfiGu S P v D

I ; - p T & [~ = 17
SILGHIEL FELOMEH SWilyFsud - G]g.rﬂ;g

Fmid Gusbgdlund 5mamntg
grbja:(%g&.o&sn ,3 7 ] "

@enibLTsnn SipsusHL HaiteuD |- &m@mh&éﬁﬂ! Pl

sfggwient’ gih 2BUS u&eﬂtﬂr&:&,e‘q - abpULIm gD ;o

BE0LIGT UDSSHE DT %m@ @ua @‘95
all ity NN o

MABEBIn  HEHHBEN SPHHSH! @&mm\\s\ﬁm m,grﬁ@wmr Z
elBpenBCuLIBsueiT_ T = hish &6l

LEFQFmuUL — Camipsi
wishaehl 11f — Lgsmey HlpOBEhFsd
IR e — LRI aRI(LPEHLD
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SIG e S SHES

gD SHei FRIGHHCHeauallal ST

@-onpdfigmd UG Hemen  suensmusd

.17

CurianLsih

QeguIBTHESHE QB GWHMSS6N

Uy uighFeit siumeiles  BGeuadiy

r@]@g@asmg grogmsl S Hifléh_
| S 66 Sy HGLH

S0 UEhFTWHHI
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SIGIREREmUSand  Hsoseud - SHEVIDJLD

v

SIVE RIBEOEEI aUTEUT

&slleng GausswsHa CHIMBUPL sueTiFAub

2. dnmsaomgulet CorBmapid  eueniTFdlujib

3.

ydenbaHsl  CHmbm(pD  eusnTEFFud

12

DI6VE 6] B FOHHERTD
uuwind oiedlssHs0 - CrPsHsSmea suenisHHs0

A e

fRSHS LMHBHSTHL JBUGL Lenipssi
sushadamp @&, 10&T GI_BIS6T
QusdRsouphHdH WGD ELMsei
USRS gBuBD Llenpdst
@eovsbmamd GULL

ghwren GQErhEenend HeRILIG60

asszi]smga SIIDEIHE), HOSHID, HGHIILLD SUHTH6V.

Total

75

! Course Outcomes {COs)

On successful completion of this course the students will be able to:

CO Number

Course Outcome (CO) Statement

Blooms
Taxonomy
Knowledge

Level

COt

Abmrso  Beobdwmssilell  Lweisamsn osmalgsalan  Qeusfounins
Q&m@&,ﬁmm_

sollenpls LfoTemmiEs, e lL|G&e  Gfes a:guuecm_&
o _smiThEH OETeTEHH6D. ni

K1

CO2

slpTeaiel UsUTLBE o IIEenILD mmmmﬂ@mmw @
SWIssF Hpsns®Est, LHsID FIThHs &@g@&@mu ‘U

oboset [

K2

CO3

poLapuist sflempl denpulamd swps 9_561!56‘0 eraaifsmg), ’?ﬁ?g}l’n

EMG CHIDFHID AMHIDTUI  EUETTHS60.

K3

Mapping Course Outcomes with Programme Qutcomes& Programme Specific Outcomes:

COs/POs/
PSOs

PO1

PO2 PO3 | PO4 | POS PSOI1 PsSO2 PSO3

PSOﬁ/ .

“PSO5

COl1

Cco2

12
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SEMESTER- 1

Coursecode 21IMALILI1O | PART-I MALAYALAM PAPER 1 L T P C
69 - - 3
Pre-requisite ] SyllabusVersion 2020-21
COURSEOBJECTIVE:

s Improves grammatical knowledge
Will continue to read and learn about articles andthink about them

L ]
e Itis possible to read and understand short stories and understand the thoughts and life of the people of this state
L ]

Translation knowledge and the ability to read and analyze a message are alsoavailable
e Translation knowledge and the ability to read and analyze a message are also

PARTI MALAYALAMPAPERI
Unit Course Content Instructional
hours

1 Novel-PathummayudeAadu-VaikamMuhammed Basheerr 15
I Novel--PathummayudeAadu -VaikamMuhammedBasheerr 15
111 ShortStory-EntePrivappetaKadhakal —Akbar Kakkattil) 10
v ShortStory-EntePrivappetakadhakal —Akbar Kakkatti!) 10
hd ‘Composition& Translation{EnglishtoMalayalam) 10
TOTAL 60

Teachingmethods:
Lecturing, Assignment, Group Discussion, Quiz, Group Activity. PowerPoint Projectionthroughl.CD

TextBooks:
1.Novel-PathummayudcAadu-VaikamMuhammedBasheer{D.C.Books.Kottayam.Kerala)

2. Short Story —EntcPriyappetaKadhakal — Akbar Kakkattilj(D.C.Books, Kottayam,Kerala)

3.Expansionofideas.General Essayand Translation.{Asimplepassage)

ReferenceBooks:

LMalay alaNevelSubithy aCharvitran-K M Tharakan{N.3.S Kottay winy

2.Cherukatha Innale Innu-M.Achuyuthan (D.C Books. Kottayam)
3.8ahithyaCharitramPrasthanangalilude-Dr.K.M George.(D.C.BooksKottayam) e
4.MalayalaSahithyavimarsam-SukumarAzheekode(D.C books) . W g

Course Qutcomes (COs)

On successful completion of this course the students will be able to:

CO Number Course OQutcome (CO) Statement Aflooms Tax?l?:\f:ly Ll LD
CO1 Understandthetextstylesandgrammaticalelements M X1
CO2 Discussthe conient ofareadingpassage ‘ / / : K1
CO3 Developaninterest intheappreciation ofshortstorics e T K2
CO4 Comprehendthe grammaticalstructuresandsentencemaking o + K3
COs5 UnderstandthelanguageanddevelopingEnglishtoMalayaiamtransiationskill K4
MappingwithProgrammeOutcomes
COs PO1 PO2 PO3 PO4 POSs POG PO7 POS POY 010
COi 5 S S S S 5 8 S s 8
CO3 M S ) M S M S ) M S
CO3 S M M M M S S M S M
[ cos L S L D L S L M M M
COS S s M M S M 1 L L. L

14




SEMESTER- I

13

Coursecode ZIHINIL1O HINDIPAPER -1 L T P C
60 - -
COURSEOBJECTIVE:
» Improvesgrammaticalknowledge
*  Willcontinuetoread andlearnaboutarticles andthinkaboutthem
* Itis possible to read and understand short stories and understand the thoughts and lifeofthe people ofthis state
»  Translation knowledge and the ability to read and analyze a message are alsoavailable
PARTIHINDI PAPER I
UnitNo. Course Content Instructional
hours
PROSE:NUTHANGADYASANGRAH
Lessoni — BharathiyaSanskusthi - Dr.Rajendra Prsad
Lesson3 —Razia -RamavikshaBenipuri
1 Lessond —~Makreal -Yespal 15
Lesson5 — BahthaPani Nirmala ~AGEYA’
Lesson6-RashtrapithaMahathmaGandhi -Mukthibodh
Lesson9-NindaRas -HarishankarParsayi.
NONDETAILEPTEXTSHORTSTORIES: KAHANIKUNJ
I. Pareksha —Premchand
2. Mamtha -JayashankarPrasad
3. Apnaparaya -laynendrakumar 15
. 4, Admika bachcha -Yespal
5. Bolaramkajeev -HarishankarParsayi
6. Vapasi -MannuBhandari
GRAMMAR :SHABDHAVICHARONLY
111 (NOUN.PRONOUN,ADJECTIVE, VERB,TENSE, CASE 10
ENDINGS)Theoretical &Applied.
TRANSLATION:English-Hindionly.
v ANUVADHABHYAS —I11{1-13lessonsonly ) 10
i v COMPREHENSION: 10
| Passagelrom ANUVADHABE Y AS-11i{16-30)
TOTAL 60
TextBooks:
1. Nuthangadyasangrah,2009, editor:Jayaprakash,publisher:Sumitraprakashansumiiravas, 16/4,hastings road, Allahabad -
211001,
2. Kahani kunj. 2011, liditor :V.P. Amithab.Publisher : Govind Prakashan Sadhar Bagaar,Mathura,UntarPradesh,—281 001
ReferenceBooks: } .
L‘AVEENHINDWyakamn, 2002, DakshinBharatHindiPracharSabha,Chennai-600047°",  p - ) N
Il'eachingmethods: 3 ’,5./" L7l -__,___:\ (:\-‘;““_
Lecturing,Assignment,GroupDiscussion,Quiz, GroupAclivity.I’owerPointProjéc\lid’ T g’té__ S \“.\\
. RS s Ny
‘WebLink: A R
https:/hiwikipedia.grg/wikithttps: Jen.wikipedia. ot /wiki/Premchandhitpi/hindigrammar.in/ ; i
i : JuL 0T P
MappingwithProgrammeOutcomes Bl A N
COs | POl PO2 PO3 PO4 PO5 PO6- .| PO7 PO | PDY PO10
COl S S S S B LS unh 8 7 s S
S0 i 5 S M AN T S S
Cco3 S M N M M S R S M
CO4 L S [® S § L M M M
COs5 S) S b M S M i [ ; L L



SEMESTER - |

Course Course Name Category | Lecture Tutorial Practical Credit
Code (L) () L)
2IGENILIQ Communicative English- Language [70 5 - 3
I
Preamble: This course alms to provide a better understanding on the various aspects of communicative
skills through a keen focus on LSRw.
Prerequisite: Basic knowledge in Communicative English and Skills
F Unit Course Contents Hours
!. Listening and Speaking a. Listening and responding to complaints (formal
Situation) b. Listening to problems and offering solutions (informal)
i 2. Reading and writing a. Reading aloud (brief motivational anecdotes) b 15
Writing a paragraph on a proverbial expression/motivational idea
3. Word Power/Vocabulary a. Synonyms & Antonyms
4. Grammar in Context o Adverbs Prepositions
I. Listening and Speaking: a. Listening to famous speeches and poems b.
1l [:l:daking short speeches- Formal: welcome speech and vote of thanks. Informal 15
ccasions- Farewel] party, graduation speech
2. Reading and Writing: a. Writing opinion pieces (could be on trave, food,
film / book reviews or on any contemporary topic) b. Reading poetry b i,
Reading aloud: (Intonation and Voice Modulation) b .jj Identifying and using
figures of speech - simile, metaphor, personification etc.
3. Word Power : a. Idioms & Phrases
4. Grammar in Context: Conjunctions and Interjections
t. Listening and Speaking a Listening to Ted talks b. Making short
1 presentations — Formal presentation with PPT, analyticai presentation of graphs 15
and 3 reports of multiple kinds . Interactions during and after the presentations
2. Reading and writing a. Writing emails of complaint b. Reading aloud
famous speeches
. 5. Word Power 1. One Word Substitution 4. Grammar in Context: Sentence
! PPatterns
— I. Listening and Speaking a Participating in a meeting: face to face and online
b. Listening with courtesy and adding ideas and glving opinions during the
meeting and making concluding remarks.
v - Reading and Writing a. Reading visual texts — advertisements b. Preparing i5
first drafts of short assignments
! 3. Word Power a. Denotation and Connotation
L 4. Grammar in Context: Sentence Types
1. Listening and Speaking a. Informat interview for feature writing b.
Listening and responding to questions at a formal interview
A% 2. Reading and Writing a. Writing letters of application b. Readers’ Theatre 15
Script Reading) c. Dramatizing everyday situations/social issues through skits.
writing scripts and performing)
LB. Word Power a. Collocation
d. Grammar in Context: Working With Clauses
Total . ] 75
Text Book: ® \?/
Communicative English Text Book

L=

Reference Book(s):
i & Books by Penny Ur




[b. The Oxford English-English-Tamil dictionary (for pronunciation)

¢. https://www.esolcourses.com/

d. For Readers’ Theatre:

https://www.youtube.com/watch?v=JaLQJt80rSw&t=469s (the link to the
erformance; refer scripts by Aaron Shepherd)

Focus of the Course: Skill Development

Pow N TR0
Course Designer

TRANSCE BoS Chaimianw )

Course Outcomes (COs)

On successful completion of this course the students will be able to:

CO Number Course OQutcome (CO) Statement Blooms Taxonomy
Knowledge Level

COl Gain mastery in LSRW Skills K1

co2 Understand the fundamentals of grammar K1

CO3 Apply LSRW skills and practice it K3

L Co4 Comprehend the nuances of English Language K3

Mapping Course Outcomes with Programme Outcomes & Programme Specific OQutcomes:

COs/POs | POI1 | PO2 | PO3 PO4 | POS | PSOL | PSO2 PSO3 | PSO4 PSO5
Col M S S M S S S S S M
co2 M S S M M S M S 12 M
co3 M 5 S 8 L S M S 5 )

L CO4 M 8 S M M S M S S M

S - Strong; L ~ Low: M ~ Medium




SEMESTER I

Course:Frenchl

Course Code; 2IFRE1L10
Credits: 3

Hours: 60

CourseQbjectives:

To understand,speak,read and write simple,standard speech which is very slow and is carefully articulated and can recognize
familiar words and very basic phrases concerning themselves, their family and immediate concrete surroundings when people
speakslowly and clearly

Partl -French?

UnitNo. . Topics Instructional hours
Etape0
i Etape 1(Lecons 1-3) 13
2 Etape 2(Lecons | -3) 15
3 Etape3 -Legons | -2 10
4 Etape3 —Legon3 10
Etaped —Leconl
5 Etaped4 —Legons 2 -3 10
Total 60
Etapes 0to4,Pages 11062 ’

TextBookPrescribed: Adomanial-MethodedefrancaisAuthors:Céline Himber,CorinaBrillant, Sophie ErlichPublisher:
HACHETTEFLE
Availableat: GOY ALPublishers and Distributors Pvilid,NewDelhi(9810322459)

Reference:Latitudesl
Author: Y vesLoiscau,RégineMerieuxPublisher: FrenchandEuropeanPubiicationslnc
Availableat: GO Y ALpublishersanddistributorsPvtLtd, NewDelhi(98 1032_;_459)

SWAY ANM:https:/swavam.gov.in/nd2_cecl9 lgldipreview *:
by¥rof. \T1rupamaRablog,n(Retd)Englishandl“olugnLanguagcsbmvdJ sn.y I}ydg



SEMESTER - |

Basics of Cyber
Core . Crime

Preamble:
and Back d

Syltabus:

of the Word-Cyb
Classification of

iminals Plan them: Introduction - How criminals plan the
attacks - Social Engineering - Cyber stalking - Cybercafé and cybercrimes -
Botnets- Attack vector,

Cyber Crime:” Mobije and Wireless Devices. Introduction - Proliferation of
Mobile and Wirejess Devices - Trends jn Mobility - Credit card frauds in mobjle
and wireless computing Ery - Security challenges posed by mobile devices -
Registry setting for mabile devices - Authentication service security - Attacks on
Mobile/Cell phones.

Mobile Devices - Security implications for organizations - Organizational
measures for handling mobile -Organizational security policies and measure in
mobile computing era- Laptops

Tools and Methods used in Cyber Crime: Introduction - Proxy servers and
Anonymizers - Phishing - Password Cracking-Key loggers and Spywares -

and Worms - Trojan H

Phishing and Identity Theft. Phishing -Methods — Techniques~§pe phishing.~
Types of phishing scams — Phishing Toolkits and spy phishiing ~ Phis ing counter
measures, |

Identity Therf: Personally identifiable information . - Types ethnigues ~

countermeasures — How to ¢fface your online identity.

Text Book(s):
1) Cyber Securit
SunitBelapure

Reference book(s): G-
1) Fundamental Of Cyber Security {Principles, Theory and Practices) by MayankBhushan . Rajkumar Singh Rathore |

Aatiflamshed
2) Cyber security: Managing
Focus of Course: Employabili

and Investigatin Intrusions by Thomas J. Mowbrav

Systems, Conductin Testin
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* NPTEL

e-Resource/e-Content URL:
* Vidyamithra Portal : http://vidyamitra.inflibnet.ac.in/

Course Designer : Mr. S.

T

gl

Wr.S.Sasikala

PC, Dept. of DCFS, BoS Chairman
Course Qutcomes (COs)
On successful completion of this course the students will be able to:
Blooms
CO Number Course Qutcome (CO) Statement Taxonomy
Knowledge Level
COl Define cybercrime and its classification Kl
Co2 Qutline the offenses K2
Co3 Summaries the different types of frauds K2
CO4 Make use of the tools to identify cyber crime K3
Mapping Course Qutcomes with Programme Outcomes and Programme Specific Outcomes:
COs/PQs/ PSOs PO1 PO2 PO3 PO4 PO5 PSO1 PSO2 PSO3 | PSO4 | PSOS
Col L L L M M M L M M M
cO2 M L M M M M i M M M
CO3 L M M S M M M S M M
CO4 L M 5 S M S

S -Strong; L -Low; M —Medium




Course Lecture Tutorial Practical .
Code Type Course Name Category (L) (T) P) Credit
ZIBFS1C20 Core Programming In C Application 45 5 - 4

Preamble: This course provides the student with strong foundation on programming concepts and its application.

Prerequisite: Mathematical and logical skills.

SYLLABUS:

Instructional

Unit Course contents
Hours

Intreduction to C: Structure of a C Program - Programming Rules - The ¢
Character Set - The C Keywords - Identifiers — Constants, Variables: Rules for
I Defining Variables - Declaring Variables - Data Types - Type Conversion - 09
Arithmetic Operators - Reiational Operators - Logical Operators - Bitwise Operators
- Comma and Conditjonal Operator.

Input and Output in C: Formatted Functions - Unformatted Functions. Decision
Statements: If Statements - The Break Statement - The Continuc Statement - The
GOTO Statement - The Switch Statement, Looping Statements: For Loops - The
While Loop - The Do-While Loop - Bohm and Jacopini’s Theory.

0¥

Arrays: Airay I[nitialization - Definition of Array - Characteristic of Array - Two-
Dimensional Array - Three or Multi-Dimensional Arrays. Functions: Basics of a
I function - Function Definition — The return statement - Types of Functions - Call by I
Value - Culi by Reference - Recursion. Strings: Introduction - String Standard
Functions.

Pointers: introduction - Features of Pointers - Pointer Decleration - Aty of
Pointers - Pointers to Pointers, Structure and Unien: Introduction - Features of
Structures - Declaration & Initialization of Structures - Array of Structures - Pointer
to Structeres — Union.

Files: Introduction - Streams & File Types - Steps for File Operations - File /O -
A% Structures Read & Write - Other File Functions - Command Line Arguments - 10
Environment Variables - 1/0 Redirection

Total S0

Text Book(s): . o
L Ashok N.Kamthane, Amit Ashok Kamthane, “Programming in C", Pearjf\lad_izf E(ﬁ;ca.tipr'l-iservices Put,

Ltd, Third Edition, 2019,

Reference book(s): ‘

] YacshwaniKanitkar, “Let Us C”, BPB publications. New Dethi. 16" Edition. 2018,

2.E. Balagurusamy, “Programming in ANSI C*, TMH Publishing Pvt., Lid., 6™ Edition, 2013., .
3.Byron 3. Gottfried, “Programming with C”, TMH Publishing Pvt., Ltd.. 3" Edition. 2013. ,
4 Paui Deitel, Harvey Deitel =, C How to Program”, Pcarson India Education -Serviccsw Edition, 2010.

/w

Focus of Course: Employabitity

20



¢-Resource/e-Content URL:
https://nptel.ac.in/courses/ 106104 128/
https://www.udemy.com/c-programming-for-beginners

0
w"’v

Course Designer : Mr. S.DhanarajP+S.Sasikala
PC, Dept. of DCFS,

P

BoS Chairman

Course Outcomes (COs)

On successful completion of this course the students will be able to:

Blooms Taxonomy

t
CO Number Course Outcome (CO) Statement Knowledge Level
COl Define the structure and fundamental concept of C programming. K1
co2 Demonstrate various control statements. K2
Co3 Construct program using arrays, functions, structures and union. K3
co4 Implement pointer and file operations for any given application. K3
Mapping Course Outcomes with Programme Oufcomes &Programme Specific Outcomes:
COyPOs/PSOs | POl | PO2 | PO3 | PO4 | POS | psor | psoz | pso3 | P3O | psos
col L . L S M
co2 L - L M | M M
CO3 A% hY b M M
Cod M- M| s | M M

S -Swrong; L -Low; M —-Medium




C(t:):;ze Type Course Name Category Le(c[tl.)lre Tu(t%‘wl Practical (P) Credit
21BFSIC30 | Core | Frogrammingln oo cical : 5 2
Clab
Preamble: Students will be able to apply logic which helps to develop programs, applications in C.
Prerequisite: Basic programming skills and logical thinking.
llabus:
Ex. No Course contents i;lstructlonal
ours
Implementation of Control structures
1 Develop a C Program to find the sum and average of a mark, 2
2 Develop a C program using Switch case. 2
Implementation of Looping’s
3 Develop a C program to find the Fibonacci series for a given limit 2
4 Develop a C program to check whether the given number is prime or not and display the n 5
range of prime numbers. <
Implementation of Functions
5 Develop a C program to illustrate recursive function, 2
6 Develop a C program to find the palindrome in a given sentence 2
7 Develop a C program to manipulate strings using string functions. 2
8 Develop a C Program using Functions 2
Implementation of Pointers
9 Develop a C program to swap two integers using pointers. 2
10 Develop a C program using Array of Pointers. 2
Implementation of Structures
11 Develop a C program using the structures. 2
12 Develop a C program using Array of Structures. 2
Implementation of Files AT
I3 Develop a C program to calculate electricity bill using files. 1 . f :'_ e ) _' B 2
Implementation of Security D "-\_,-'”" T 1
14 Develop a C program to encrypt and decrypt a string l 2
15 Develop a C program to encrypt and decrypt Files 2
Total ,& 30

Reference Book:

Third Ediuon, 2019.

Ashok N.Kamthane, Amit Ashok Kamthane,

“Programming in C”, Pearson India Education Services Pvi, Lid,

22




Recommended Tools to be used: C Editor

Focus of Course: Employability

Course Des:gner Mr. S.D ajDr. S.Sasikata .
PC, Dept. of DCFS; Wa B6S Chairman

Course Outcomes (COs)

On successful completion of this course the students will be able to:

CO Blooms
N Course Qutcome (CQ) Statement Taxonomy
umber
Knowledge Level
Ccol Apply the fundamental concepts of C programming & Data Structures K3
coz Implement various control statements K3
CcO3 Develop C programs to implement arrays, function, structures, pointers K3
CO4 Solve analylrcalfproblems using Data Structure programming paradigm K4
Mapping Course Qutcomes with Programme Out’comeﬁ and Broé?a-mme Specific Outcomes:
FaRape) ah
COs/POs/ PSOs PO1 PO2 -,'.-"PQB’; @ ’_ﬁg :\QOI PS0O2 PSO3 | PSO4 PSOS
A NERY
COt L M| M N7 N M M M M
[ 11 T
co2 L M | M Ml .7(7&!_1 M M M M M
Co3 M Mo ﬁV s A8 4 M S M M
I Y S VA 1Y) | Lo JI
O Mo M S M IMe s S | M s |8 s
H 5 d L L CU 1 | 3 l |
S -Strong; L ~Low: M -Medium i




SEMESTER — |

Course Code Course Name Category Lecture (L) | Tutorial (T) | Practical (P) Credit
Fundamentals of -
19BMAGAMO Statistics Employability 50 10 - 4

Preamble: To facilitate the learner to have sound knowledge of various measures of central tendency & Dispersion application of
correlation & Regression, importance of Index numbers and Time series

Prerequisite: Basic knowledge of statistics taught at HSC level

SYLLABUS: Fundamentals of Statistics

Unit

Course contents

Hours

Measure of Central Tendency :Averages- Introduction- Requisites of a good average or
Measure of Central Tendency —Various Measure of Central Tendency-Arithmetic Mean: Step
Deviation Method for Computing Arithmetic Mean — Merits and Demerits of Arithmetic Mean
-Median:Calculation of Median — Merits and Demerits of Median Mode - Computation of
Mode -— Merits and Demerits of Mode

Measures of Dispersion : Introduction-Range-Quartile deviation or Semi Quartile deviation-
Mean Deviation -Standard Deviation-Standard Deviation of the combined Series —Coefficient
of Variation (Derivations excluded)

Correlation : Introduction- Types of Correlation-Mcthods of studying Correlation -Scatter
Diagram - Karl Pearson’s Coefficient of Correlation - Properties of Correlation Coefficient -
Rank Correlation method —Computation of Rank Correlation Coefficient (Derivations excluded)

111

Linear Regression Analysis : Introduction-Lincar and nonlinear Regression ~ Lines of
Regression-Deviation of tine of Regression of v on x- line of Regression of x on y-Theorems on
Regression Coefticients-To find the Mean values(X.¥) from the Two lines of Regression- To
find the Regression Coefficients and The Correlation Coefficient from the Two lines of
Regression (Derivations excluded)

Time Series Analysis: Introduction -components of time series— Secular Trend-Short Term
Variations — Random or lrregular Vartations-Analysis of Time series-Mathematical Maodels for
Time series-Mcasurement of Trend — Graphic or free Hand Curve fitting by the principle of
Least squares-Conversion of Trend

Y

Time Series Analysis: -Mcthod of Moving Averages-Measurement of Scasonal Variations -
Method of Simple Averages-Ratio to Trend Method-Ratio 1o Moving Average Method
(IJerivations excluded)

Total

60

Course Outcomes (COs)

On successful completion of this course the students will be able to:

CO Number Course Outcome {CO) Statement : Blooms
Knowiedge Level

Taxonomy

CO 1t To list various measures of Central  Tendency, Dispersion” hnd | K1
components of Time Series. - CINAT

Co2 To learn the concepts of correlation N YT

CO3 To dearn the coneepts of Regression and Index Numbers

Numbers

Mapping with Program Qutcomes:

K2

Co4 To learn the concepts of Index Numbers and Solve the problems in,lngcx,. ,J?."?
i i

K3

COs To apply these concepts in statistical tools.

(For DCFS) ; " ,% =

Cos/POs 7Ol 1 POz P03 TPG4 _[P0s | Psoi Tpsor PSO3_ | Ps07 7505
— L L s M S s Ve se " | s M

. M_Im |s M M S M M M L

e _ M_ M Im L L M L s M s |
| co4 . L M |s M D s im M L s




| cos L |s |s M M s s M Im L ]
§ - Strong; L - Low; M — Medium

SEMESTER - I
Tutorial Practical .
Course Code Type Course Name Category Lecture (L) M ) Credit
Environmental
I8DHE1VI10 VBCI Studies - 27 - - 2
1.1. Definition, scope and importance
1.2. Need for public awareness
1.3. Natural resources
L.3.1. NATURAL RESOURCES AND ASSOCIATED PROBLEMS 6 Hours

a. Forest resources: use and over-exploitation, deforestation, case studies. Timber extraction, mining, dams and their effects on
forests and tribal people.

b. Water resources: use and over- utilization of surface and ground water, floods, drought, conflicts over water, dams- benefits and
problems

¢. Mineral resources: Use and exploitation, environmental effects of extracting and using mineral resources, case studies.

d. Food resources: world food problems, changes caused by agriculture and overgrazing, effects of modern agriculture, fertilizer-
pesticide problems, water logging, salinity, case studies.

€. Energy resources: growing energy needs, renewable and non-renewable energy sources, use of alternate sources. Case studies.

f. Land resources: land as a resource, land degradation, man induced landslides, soil crosion and desertification.

1.3.2. Role of an individual in conservation of natural resources.
1.3.3. Equitable use of resources for sustainable lifestyles.

2. ECOSYSTEMS 5 Hours

2.1 Concept of an ecosystem,

2.2 Structure and function of an ecosysicm.

2.3 Producers, consumers and decomposers.

2.4 Energy flow in the ccosystem. s~

2.5 Ecological succession. '

2.6 Food chains, food webs and ccological pyramids.

2.7 Introduction, types. characteristic features, struc__,n?‘@'ﬂ_ fiar
e Forest ecosystem. Y

o Grassland ecosystem. K 7 e PN

e Desert ecosystem. PR A N

¢ Aquatic ceosystems(pond_'s‘,,sg-ré,ams, lakes, iG?:'r‘sI,“&ccaris\,‘e’s’_u}é\ries)

S voEt Ry

fairst
T

hE
7. m

it TRt

3. BIODIVERSITY AND ITS CONSERVATION' * /11 72 =
3.1 Introduction — Definition: genetic, speclés and, ceosyste diversity,
3.2 Biogeographical classification of India, )

3.3 Value of biodiversity: consumptive use, proda
3.4 Biodiversity at global, National and local levels:
3.5 India as a mega —diversity nation. :

3 Hours

3.6 Hot-spots of biodiversity, :

3.7 Threats to biodiversity: habitat Joss, poaching of wildlife man-wildlife conflicts.
3.8 Endangered and endemic specics of India.

3.9 Conservation of biodiversity: In-situ and Ex-situ conservation of biodiversity.

4. ENVIRONMENTAL POLLUTION 5 Hours
4.1 Definition
Causes. effects and control measures ol -

I}V Air pollution

2) Water pollution

3) Soil poliution

4} Noise pollution




5) Thermal pollution
4.2 Solid Waste Management: Causes, effects and control measures of urban and industrial wastes,
4.3 Role of an individual in Prevention of Pollution,
4.4 Pollution Case Studies,
4.5 Disaster Management: F loods, Earthquake, Cyclone and Landslides.

5. SOCIAL ISSUES AND THE ENVIRONMENT 6 Hours
3.1 Sustainable development

5.2 Urban problems related to energy.

5.3 Water conservation, rainwater harvesting, watershed management,

5.4 Resettlen.ent and rehabilitation of pecple; its problems and concerns. Case studies,
5.5 Environmental ethics: issues and possible solutions,

5.6 Climate change, global warming, ozone layer, depletion, acid rain, nuclear accidents angd holocaust. Case studies
3.7 Consumerism and waste products.

5.8 Environmental protection Act.

5.9 Air (Prevention and Contro) of Pollution) Act.

3.10 Water (Prevention and Control of Pollution) Act,

5.11 Wildlife Protection Act,

5.12 Forest Conservation Act,

5.13 Issues involved in enforcement of environmental legislation,

3.14 Public awareness,

3.15 Human population and the environment,

5.15.1 Population growth and distribution,

5.15.2 Population explosion - Family Welfare Programme,

5.15.3 Environment and human health,

5.15.4 Human rights.

5.15.5 Value Education.

5.15.6 HIV/ AIDS

5.15.7 Women and Child Welfare

5.15.8 Role of Information Technology in Environment and Human Heaith

5.15.9 Medical Transcription and Bioinformaties

TEXT BOOKS:

i Baiu v, “Environmental Studies”, Sri Venkateshwara Publications. 2004
2. Arumugam N, Kumarcsan V. “Environmental Studies™, Saras Publication. 20
3 Rajagopalan R, "Environmental Studies™, Oxford University Press. 2005

co Blooms
Course Outcome (CO) Statement Taxonomy
Number
Knowledge Level
COo1 To remember key concepts from environmental studies, political and social studies K
To understand the toncepts and methods from renewabic and non-renewable sources
coz . S — - . K2
and their applications in environmental problem solving
COo3 To acquire knowledge on concept of environment issues and links between, human and K3
natural system TR
CO4 To demonstrate the general understanding of the breadth ang inter disciplinafy Hature.of k3
environmenta) issues PN s T ]
Mapping Course Outcomes with Programme Outcomes & Programme Specific Outcome%: N
COs/POs/ PSOs PO1 PO2 PO3 PO4 POs PSO1 PSQ2 PSOEi_i PSO4 PSOs5
Col1 S , S 1 M I S { L I S
Cco2 ' S ! ) ’ M S ,, L ' S
| J | 1 }
C03 ’ S S M 5 L )
L | 2
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CO4 S 8 M S M S S M S
S -Strong; L —Low; M —Medium
SEMESTER -1
Course Code | Course Name Category Lecture(L) Tutorial(T) Practical(P’) Credit
20GEN1Z10 | brofessional 4 o age | ss 5 2
English I -

workplace situation

Preamble: The course aims to Develop students’ competence in the use of English with particular reference to the

Prerequisite: Basic knowledge in English

SYLLABUS

Unit Course contents

Hours

COMMUNICATION
Speaking: Pair work and small group work.

ing a story with pictures.
ister specific - Incorporalcd into the LSRW tasks

Writing: Devel
Vocabulary: R

Listening: Listening to audio text and answering questions- Listening to Instructions

Reading: Comprehension passages —Differentiale between facts and opinion

12

DESCRIPTION

Listening: Listening 1o process descrlptlon Drawmg aJlou chart.
Speaking: Role play (formal context) 2
1i Reading: Skimming/Scanning Reading
Y¥riting: Process Descrlplmn -Compa

and Extended definition- Ffed Writing,
Vocabulary: Register spétific fIncorporatedfinto the LSR\Wtas

equ1pment and gadgets. 12
-Sentence Definition

NEGOTIATION STRATEGIES 2 A

v

Writing: Essay Writing (25(1_\wdrds)‘

Listening: Lisiening io miterviews ol specialists s ‘Imu\lor:, in llalds (Subject specitic)

1 Speaking: Brainstorming {Mind mapping), $mall group ?ﬁ‘fLiss,l‘ons (Subject- Specific) | |,
Reading: Longer Readmg\bxt» AE

Vocabulary: Register specifi c'v\[ncomorated mto‘ﬂle LSRW tasks
PRESENTATION SKILLS \"-;: i ‘
Listening: Listening to lectures.
Speaking: Short talks.

" Reading: Reading Comprehension passages

Writing: Writing Recommendations Interpreting Visuals inputs

Vocabulary: Register specific - Incorporated into the LSRW tasks

CRITICAL THINKING SKILLS

Listening: Listening comprehension- Listening for information.

Speaking: Making presentations {with PPT- practice).
v Reading: Comprehension passages —Note making, 12

Comprehension: Motivational article on Professional Competence, Professional Ethics

and Life Skiils

Writing: Problem and Solution essay— Creative writing —-Summary writing

Yocabulary: Register specific - Incorporated into the LSRW tasks

60

Text Books:

Tamil Nadu State Council for Higher Education(TANSCHE)

Reference Books:
Tamil Nadu State Council for Higher Education{ TANSCHE)

Focus of Cyurse: Emplovability {Emplovability/Skill Development)

27
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e-Resource/e-Content URL:
® Vidya-MitraPortal:http://vidyamilra.inﬂibnet.ac.in/index.php/search
. e-PG Pathshala:http://epgp.inﬂibnct.ac.in/ahl.php?csr

TANSCHE

Course Designer

Assistant Professor of English

BoS Chairman

COURSE OUTCOMES
On successful completion of the course the students will be able io:

Bloom’s Taxonomy
CO Number | Course QOutcome (CO) Statement Knowledge Level
CO1 Enharnce the creativity of the students, which will enable them to think | K1
of innovative ways to solve issues in the workpiace,
CcO2 Develop students’ competence and competitiveness and thereby K2
improve their employability skills.
CO3 Attend interviews with boldness and confidence K3
COo4 Adapt easily into the workplace context, having become K4
comimunicatively competent
CO5 Apply to the Research and Development organizations/ seetions in K3
L companies and offices with winning proposals

Mapping Course Outcomes with Programme Outcomes& Programme Specific Outcomes:

{ COs/POs | POT1 | PO2 03 | PO4 | PO5 | PSOI PSO2 PSO3 - | PSOQ4 PSO5 |
Col M |s 5 5 5 M M N O ErR
co2 M M M s S S M si@ Ge o
COo3 M M M S 3 S s S S S
CO4 M S S S B S M S 3 5
Cos M S S s s S M S s

8- Strong; L- Low; M-Medium
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2&MOMW SIHeT eMaHl FmHESD Gurenm (556)
3.2 sisnGHud o _eiensll YpdhGlensnain (1532)
43180 SHoMBGU UHSEUGNID HULMAGDID (2228)
S.oeupd FHawpd sidlwad  oipfwinT (2340)

FHEHT UL 60&6T - Heusurdawut (2 UM 60&6IT)

UmbUTC gF ST (2 UTLs0EHSIT)
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SEMESTER - 11
SEMESTER - 11

Course Code Type Course Name Category Le(cltl)xre Tu(t';;'lal Practical (P) Credit
21ITAMIL20 | Language - 11 Tamil-1I Language 75 - - 3

PPreamble:Csnsismownen  s8lipF Fepssdlsn usmiurp eumulsons absgas OsmetsmiuL  Gouadigwr SNbFmsmsnan
ellenEGSeneud, anpEmEmw GEHIULEHZSIMEWLD Fips CHRTEEWNSE Qensgpreseic Heussluniseia andGuw
wrefle  wAuyssmeT oiibE GETaEnD aumasulsd SURPLIUTLD  IeDSSUILHeleng). IeRaITEEnasaGl UwaEun G

Crraalst QuomfCuwimin) Luihdl snsubstul Beieng.

Prerequisite:
1. Gaflsmevtiusiie (W &HDABGENN UGHEH CHTGHSEH WITWD CuTESD LILSALLD SILESUILL Gaang.

2. wnefll. wFLUBmeT e sm@mD suensuisub, GuUTLyHEsTasmen agliftsnsieny Bevsoulgud ‘Shp’ - UGS - @
SIS BLILIL (B6TTENSI.
3. dempulsindil Gus. aups SuImD wpwidsal uuind srouGEngs.

SYLLABUS:
Instéructional

Unit Course contents
Hours

DVG g7 FRS Geodand

i snsm - BempGarsveot (1) — aUisolr
NG DB D) - oeeTwl el Gousmi_sismesr (203) - & fevir
wosushEmrellF FpEmhstaems (391) -
@HEUTHERSUWITT :
SHeVGOHTENS - iflsmy simsisuig (1) - uneey LITIGWS
I Gugpns BriBan 17
DIBDTETD - Sefluye LBEHID BERGE (49)
UG BNILIDDBIB S Hh6oi i
Apyam Jeller Genswrmensy  (34) —
WHHERENHTHeITT
LIDETERN R - ueLFTHIBEE wedFTaiBy (246) - LuEHRBHETLGCLIEHE

@pall @mnldgnd emeisy Gpodsamd (74) — GFrpore
SO SBTE0 EhHbuTenD

SING | uss Beudadlwmisst qp Fiflevddluniessn

Bxmeungd - &HSOT s S,
CusneosiigBu silmeulan LwWGam (419) QD’ s T i

. Lipeuru) @meumu) Gusmmd apeurul (420) ' :

. QUG o sisnail Usipeuni LSphETed ipbulsi (421)

4. paenei) QUHGS 2 sienen Benenungy (422) :
5. snpevFlimn sl Usno (423) i

SmBEETeneLITT - TenfldbaEeunF HiT ’
L(peflsumid weenpid Glurahsarsn (pigubioss (332) % 16
337} ¢

2.epeullifledl BMéhH (PHEVEUsi YL (U USHEI (P0G :
3w Gpemells|iph Coe (psiamd wreiersnsn amlfiulen (340)."
SWHERTHEEHT - HEhens FnFITBFFFILD
Lo _eoblmeomd BEMpauhE awWaHG ume (162)
2nhIuln sedead sefisnfaier pEeor  (163)
3.616UIHDLDNT  OEDMESET s1sMaULD sulemeuTEen (166}
4.5afl0CumE &G0 wupens Jdnullss (i68)
HBWHSID - BGepsoir
LasoiBu efimana) @enmdd smubdn B (2720
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1. sms Bousgws Berguuyss: - Bluy GFehafl us ameyerd (1) oL,
i. 41 - 1, FABasr SeE_sogflwied eTerdGLL,
lii. swusgsnt, Gssiensy - 600 098
iv. @rest_md ugliy - 2004
2. usEITD W0 LWUEILD - Deu. Gevmwsii
i ySw Hensowsns USLUGLD,
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iii. Swrsytwbsit, Ceasna - 600 0§7,
Spmoudiy - 2015,
3. 3 BeSHws oensvsein - 4. Co:rsemiLymos
i, By GFeheM ys ameysrd (UJ) el
ii. 41 - e, A Bsr @ewn_sioghiuey eadBL,
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' Course Qutcomes {(COs)

x-\ s T 77

On successful completmn fof this course‘{he etudéntew-m b_e ab‘re to /

FE N Blooms
CO Number Course Outcome (CO) Smm Taxonomy
Knowledge
Level
Co1 silpluesun®, Fupsamoly, GilsGsr SIWDHES BEIeUTPEmEMmILL Kl
uniiy LFUIS G 9 cRifihdl LETsTEThSH0.
usgl Quesd amibs ary. HSUD 2 epIksnL STaHESTHID
coz . o . . . K2
wrmisubs Bemsy QAlusmer FThe SHOGHSETL  Uienssesn.
co3 BenL(penpuilst Sufienpl Usopulsnnd sigps o SHeyse. QuomBGuwimiygg K3
SV, SeNG SIIPGHID SMeNDEN  aUETTSHSHE0,

Mapping Course Qutcomes with Programme Qutcomes& Programme Specific Qutcomes:

COs/POs/ PO1 PO2 PO3 PO4 PO5 PSO1 PSO2 PSO3 PS04 PSO5
PSOs
Cco1 S s M L L S S L L L
CO2 S S M L S
CO3 S S S L L M S L L L

S- Strong: L- Low: M-Medium

Ed!




SEMESTER- H

Coursecode 21HIN2L20 HINDIPAPER-II L T P C
60 - - 3

COURSEOBJECTIVE:
» A basic understanding of contemporary poetry can be gained and the nature ofmodernpoetry can berealized.
¢ Realizing the nature of drama and its nature and improving the knowledge ofreadingand understanding the
natureofcontemporary plays.
e Understands the benefits of correspondence and can enhance thecorrespondenceyou need.
» Translationisespeciaflyusefulfor translatingfromHinditoEnglish

PARTI -HINDI 11
UnitNo. Instructional
Hours
MODERNPOETRY:
I PANCHVATIby MYTHLISHARANGUPT 12
ONEACT PLAY:EKANIKIPIYUSH
1} Owrangjebki aakirirath  -Ramkumarvarma
2) Ekdin -LakshminarayanMisra
3} Vapasi -Vishnuprabhakar 18
I 4) Badsurathrajkumari -Krishnachandra
5} Aakket -Harijeeth
LETTERWRITING
[1]] {Leave Letter, Job Application, Ordering Books, Letter to Publisher,Personal Letter) 10
CONYERSATION:
{Doctor&Patient, Teacher& Student, Storckeepcr&Buycr,TwoFriends.Booking
Clerk&PassengeratRailwayStation,Autorickshawdriverand Passenger)
| AY Ref: Bolchal Ki Hindi Aur Sanchar by Dr. Madhu Dhavan VaniPrakashan, NewDelhi. 10
v TRANSLATION:HINDI-ENGLISHONLYLessons —1-150onlyANUVADHABYAS-11]
10
TOTAL 60
Teachingmethods:
Lecturing,Assignment,GroupDiscussion,Quiz, GroupAcliviLy.PowerPointProjectionlhrough LCD.
TextBook:
1. Panchvati,MythilisharanGupt, 2015,RajkarmalPrakashan, IBNethajiSubashMarg. NewDelhi.
2. _Ekanikipiyush,SrimathiUshamehra, 1999.HindusahithyaBhandar,55choupattyanrode, Lacknow226003
ReferenceBooks:
BolchalKiHindiAurSanchar,201 5,Dr.MadhuDhavanVaniPrakashan, NewDelhi. N ‘ WL
WebLink: ~J- v-\...f" '
https://hi.wikipedia.org/wiki/ - i
hitps://en.wikipedia.org/wiki/Premchand
http:/hindigrammar.in/
MappingwithProgrammeQutcomes %
COs POI1 PO2 PO3 PO4 PO5 PO6 P07 | - POS POY PO10
Col1 S S S S S S S [ 8 S S
CO3 M S S M S S 8 M S
CO3 S M M M M S S M S M
CO4 L 8 L S L S L M M M
COs S S M S L S 5 S S 5
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SEMESTER- 11

Coursecode 2IMAL2L20 MALAYALAMPAPERII L T |P

60 - - 3

COURSEOBJECTIVE:
s A basic understandingofcontemporarypoetrycan be gained andthenatureofmodern poetrycan berealized.
¢  Realizing the nature of drama and its nature and improving the knowledge ofreadingand understandingthe
natureofcontemporaryplays.
¢ Understandsthebenefitsofcorrespondenceandcanenhancethecorrespondenceyou need.
e Translationisespeciallyuseful fortranslatingfrom EnglishtoMalayalam

PARTI-MALAYALAMII

UnitNo. Topics Instructional Hours

| Novel-Enmakaje 12

Il Novel-Enmakaje 18
i Memmories—NeermaathalamPootthakaalam 16
1v Memmories-NeermaathalamPootthakaalam 10
v Translation(EnglishtoMalayalam) 10
TOTAL 60

Teachingmethods:

Lecturing, Assignment, Group Discussion, Quiz, Group Activity. PowerPoint Projection throughLCD
TextBooks: -

1. Emakaje-AmbikasuthanMangad — DCBooksKouayE_:lier\B\\

2. Nccrmddthaldeootthakgulam-Madhawkut&y d(tqya erala

ReferenceBooks:

1. AlhmakathasahlthyamMalayalatfllicDr Vljayalam.l%m\ﬂﬁ ttayam)
1 ,

2 MalayalaNovelSahltbyaChantram'—KM Tharakdf(N. B;S.Kottay Ay i

3. SahtthvaChamramBrasthanangahlude«Dr K.MGeo "1" {D.C. Booksl(oﬂavam)
| e SR

4, MalayaiaSah:thyawn[arsam Suk}rqargghqe
b

Course Quicomes (dQs)

On successful completion of this course the studenfs“wm"ﬁé ablc to:

CO Number Course Qutcome (CO) Statement Blooms Taxonomy
i Knowledge Level
CO1 Getabasic understandingofMemories K1
CO2 liwillcreatebasicknowledgeaboutEnvironmental Psychology. Kl
CO3 Itwillcreateawarenessaboutourenvironment. K2
Co4 Knowledgeisgainaboutour country,cultureetc. K3
CO3 ItwillbeaneyeopenertothestudentstowardsourMotherEarth. K4
MappingwithProgrammeQutcomes
COs PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO106
CO1 S S S S S 5 ) S S S
CO3 M S S M 5 5 S S M 5
CO3 S M M M M ) S M ) M
CO4 L S L S B S { M M M
COS5 S S M S L S S S S S
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SEMESTER- 11
Course:French2

CourseCode:21FRE2L20
Credits: 3
Hours:60

Course Objectives:

To understand and use familiar everyday expressions and very basic phrases aimed at the satisfaction of needs of a concrete type

Partl -French2

UnitNo. Topics Instructional Hours
1 Etape 5(Lecons 1 -3) 12
2 Etape 6(Lecons 1 -3) 18
3 Etape 7-Legons 1 -2 10

Etape 7-Legon3

Etape 8-Legonl

5 Etape 8-Legons 2 -3 10

TOTAL 60

Etapes5to8,Pages63-114

Text Book Prescribed: Adomania | — Methode de francais Authors: Céling Himber, Corina
trillant. Sopniic Frlich Publisher: HACHETTE FLE
Available at: GOY AL Publishers and Distributors Pvt Ltd, New Delhi (9810322459)

Reference: Latitudes 1
Author: Yves Loiscau, Régine Merieux Publisher: French and European

Publications Inc m
Availablc at: GOY AL publishers and distributors Pvt Ltd. New Delhi (9810322459) ’ e

SWAYAM: htips://swayam.gov.in/nd2_cecl9_lg04/preview by Prof. Nirupama Rastogi (Retd) English and Foreign Languages

University, Hyderabad
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SEMESTER - II

Course
Code

Type Course Name Category (L) (T) (")

Lecture Tuterial Practical

Credit

21BFS2C10

Core Information Security Concept 45 5 -

4

Preamble: This course provides the student with basic knowledge in Information Security

Prerequisite: Should have the basic knowledge in Cyber Security.

Syllabus:

Unit

Course contents

Instructionai
Hours

Introduction to Information Security, The history of Information security, What is
sccurity, CNSS security model, Component s of an Information system, Balancing
Information security and access, Approaches to Information security
implementation, The systems development life cycle, The security systems
development life cycle, Security professionals and the organization, Communities
of Interest. Information Security :is it an Art or a Science

0o

The need for security: Introduction, Business needs first, Threats-Compromises to
individual property, Deliberate software attacks, Deviations in quality of service,
Espionage, Sabotage, Theft, Attacks :Malicious code, Hoaxes, Back doors,
Password crack, Brute force, Dictionary, Denial of service and Distributed denial of
service, Spoofing, Man-in-the-middle, Spam, Mail bombing, Sniffers, Social
Engineering, Pharming, Timing attack, Secure software development.

IH

Risk Management: Introduction, An overview of Risk Management, Risk
Identification : Lan and Organize, Asset Identification and Inventory Classifying
and Prioritizing Information assets, [nformation Asset Valuation, Identifying and
Prioritizing Threats, Vulnéfability tclen@f cation

Risk Assessment ;.Introduction, kehho Risk Determination, Identify Possible
Controls, Documenzmg the ﬁ Spjts ‘f’R;sk ssessmem Risk Control Strategies:
Defend. Transfer, Mitigate }l;er

Intormation secmmy planning arf:f gevern é’e— anning levels, Planning and the
CiSO0, lnformatlon security governance. Inforrfatibn security policy, standards and
practices- Dé:f‘hmons EIS}?"I.GSP sSP, ohc},management The Information
security bluapnnt De51gnmg of dec ﬁy arcﬂntecl“re Security education training
and awareness program Contpfuity trategl,cs-S;‘punly technology Firewalls and
VPNs, Access Espntrol- .‘- i icatlon,o uthentication,  Authorization
Accountablltty,\Ffmwau p 2 Fi ‘walls categorized by generation,
Firewalls categdnzed\ bv “SHY e Tire ﬂ/archi!cctures. Seclecting the right
firewall, Configuri ith 'mamgmg ‘};@éls, Content filters, Protecting remote

connections- Remote ac %—‘

11

Intrusion detection and prevention systems- Why IDPS?, types, detection models,
response behavior ,strengths and limitations, deployment and implementation,
measuring the effectiveness. Honeypots, Honey nets and padded cell systems-
Trap-and-trace systems, Active intrusion prevention

09

Total

50

Text Book(s):

1.Principles of Information Security- Michael E, Whitman, Herbert J. Mattord, Cengage Learning, Fourth edition, 2011

publishers, 2008

4th edition, 2010

3. Applicd Information security: A

Reference book(s):
LInformation Security Management Principles- Andy Taylor, David Alexander, Amanda Finch, David Sutton, BCS

2.Guide to Compuler torensics and Investigations- B. Neison, A. Phillips, F. Enfinger, C. Steuart, Cengagel.earning,

Fands-On guide o Information sccuriiy- R. Bovle, Prentice Hall. 2010

35




4.Fundamentals of Network Security- E. Maiwald, McGraw- Hill, 2004
5.Managing Information Security- John R. Vacca, Elsevier Inc, 2010
6.Computer Security basics- Rick Lehtinen, O’Reilly, 2nd edition, 2006

7.Absolute beginner’s guide to Security, Spam, Spyware& Viruses- Andy Walker, Que publishers,2005

Fecus of Course: Employability

e-Resource/e-Content URL:
Vidya-Mitra Portal:hltp:f/vidyamitra.inﬂibnel.ac.inlindex.phplscarch
Tutorials point :https:/www.tutorials oint.com/information_security_cvber_law/

I

I\
e

Course Designer :BoS Chairman
Mr. S.DhanarajDr.S.Sgsi
PC, Dept. of DCES, HOD, CS

Course Qutcomes { )

On successful completion of this course the students will be able to:

CO Number Course Outcome (CO) Statement Blooms Taxonomy
Knowledge Level
col Define the Security and its models Kl
co2 Qutline the concepts of attacks. K2
co3 Define the risk management policies. K2
Co4 Empl(_)y the methods Intrusion detection and prevention and security K3
Planning
Mapping Course Qutcomes with Programme Outcomes & Programme Specific Qutcomes:
COs/POs/ PSOs l PO1 ! POz | PO3 | PO4 | POS | PSOL | PSO2 | PSO3 | PSO4 PSOS5
i !
COt L | L i L i o |5 1% M L
co? L M | L T TR VAR NS S 7 S
VN (e
€03 L M M | M S SR VI L
CO4 L 15 S S lL M $§

S —Strong; L -Low; M —Medium ¥ Z
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SEMESTER Il

Course Code Lecture | Tutorial | Practical .
Type Course Name Category (L) o P) Credit
Object Oriented
2IBDA2C20 | Core-5 Programming Application 45 5 - 4
with Java

Preamble: This course provides the student with strong foundation in object oriented programming and JAVA

Prerequisite: Programming knowledge

Syllabus:

Unit Course contents Hours

OOPS: Fundamentals of Object Oriented Programming — Introduction- Object
Oricnted Paradigm-Basic Concepts of Object Oriented Programming— Benefits of
I OOP-Applications of OOP. Java Evolution: Java History — Java Features - How 10
Jjava differs from C and C++. Overview of Java Language - Constants, Variabies
and Data types.

Classes and Objects: Operators and Expressions- Decision Making and
1l Branching, Decision Making and Looping- Classes, Objects and Methods-Arrays, 10
Strings and Vectors.

Interfaces: Multipie Inheritances. Packages: Putting classes’ together-
i1t Multithreaded Programming- Creating threads -Life Cycle of a Thread - i0
Implementing the ‘Runnable’ interface- Managing Errors and Exceptions.

Applet and AWT: Applet programinge Introduction- Applet Lifecycle- Adding

Applet to HTML. File-Graphics Pro g{mgi“n‘g(%\

v Frames and Windows: Fram gatity aNd displaying a Frame — Displaying 10

messages in a wigdow-l}_utto a dn dling.
1 s h &=

I/0 Package: h{faﬁéigihg Input / Output Files invJava: ‘nlroduction-Concepts of
Streams- Streatn Classes — Using streams - Inpuk/dutplit Exceptions - Creation of
files = Reading/ Writing Characlers, Rﬁh{d;mg / Writin?;Byles - Handling Primitive

| & Y
i

O - 7
N\ — & s // Total 50
x\ W {/‘/

Datatypes.
e

Text Book(s): | .|~ SN _:“..,—"';-;:. Sl
. E. Balagurusainy, “Programming With_Java _f,_ﬁml’-i"ifl}eﬁ{ TMH publication 4™ Edition, 2011. (UNIT I, 11,
HI, 1V, V). N e

2. C.Xavier, “Programming With Java 2", Scitech Publications (INDJA) Pyt. L1d.2010 {UNIT IV},

Reference Book(s):

-Patrick Naughton & Hebert Schildt, “The Completc Reference Java 2”, 6”‘Edition, TMH Publication, 2012.
t.Herbert Schildt, “Java: A Beginner's Guide™, TMH Publication, 6™ Edition, 2014,

0.0.T. Editorial Services , “Java § Programming Black Book”, Dream Tech Publication,201 5 edition.

§.John R. Hubbard, “Pregramming with Java”, McGraw Hill Publication, 2" Edition,2012

Focus of Course: Employability

Course Desiéﬁer :BoS Chairman

Mr. M.PremkumarMs.D.Geetha
Dept of CS HoD - CS§




Course Qutcomes (COs)

On successful completion of this course the students will be able to:

CO Blooms Taxonomy
Course Outcome (CO) Statement
Number utcome (CO) Knowledge Level
COl | Understand the fundamentals of Object Oriented Programming Kl
I Outline the major concepts like inheritance, packages to implement
cor | . K2
in Java Programming
CO3 Make use of exception handling and Input/Qutput operations in K3
programming
CO4 . . : . K3
Develop Programs using event handling and abstract window tool kit
Mapping with Programme Outcomes and Programme Specific Qutcomes:
COLO | po1 | po2 | O3 | PO4 | POS | Pso1 | pso2 | pso3 | psos PSOS5
CO1 L M M S M M L S M M
CO2 L M M M M M L M M M
COo3 M| MM [ s | M S M S M M
j CO4 M | M S M M ) M S —~_M

S —Strong; L -Low; M —-Medium
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SEMESTER 11

Course Code Lecture Tutorial | Practical .
Type Course Name Category (L) (T) P) Credit
21BDA2C30 | Core | OblectOriented | . . - - 30 2
Programming Lab
Preamble: Students will be able to apply logic which helps to develop programs using OOPS concepts
Prerequisite: Basic programming skills and logical thinking,
Syllabus
Ex. No Course contents Hours
1 Develop a Java program to implement Method Overloading,. 2
2 Develop a Java Applications to implement String class methods. 2
3 Develop a Java program to implement Vectors. 2
4 Develop a Java program to create package. 2
5 Develop a Java Program to implement the concept of multiple inheritance using s
Interfaces.
6 Develop a Java Program to implement the concept of multithreading. 2
7 Develop a Java Program to create a user defined exception. 3
8 Develop a Java Program to draw gridlines using Applets. 3
Develop a Java Program'to create arBA,p]iiehwlh three text fields for name, age and
’ qualification and a texl [u:td fog ple dine ?b;:,addrcss ’
10 Develop a Java Program to dq t\p\}g Selection List-box. 3
11 Develop a Java Progmm to create l*)ienu Bars \n& puu down menus. 3
R G
12 Deveiop a Lwa Prom“rm 10 pertorm e éﬁcmn?nq t 3
o (B 30
Focus of Course: Employablhty ", .%-,_._ - _\‘_-_f:v\ /_f"""
Course Designer : & i .,_._'_,‘;‘.1;'/,;" Dl
Mr. M. PremKumar Dept. of CS e "M.’S.-'.'D.Geetha, HOD, C§
N _~_:'_:_-_-;_‘:/"’
Course Qutcomes (COs)
On successful completion of this course the students will be able (o
co Blooms Taxonomy
Number Course Outcome (CO) Statement Knowledge Level
CO1 tHustrate the basic features of OOPs concepts in various programs K2
CO2 Demonstrate interfaces and packages using JAVA programs K2
CO3 Apply the concepts of multithreading and exception handling in programming K3
CO4 Develop applets and implement the concepts of file handling. K3
Mapping Course Qutcomes with Programme Outcomes and Programme Specific Qutcomes:
COSPOs’ | pot | POz | P03 | PO4 | POs |Psot|Ppsoz| pso3 | Psos | Psos
CO1 L M M ) M M L 8 M M
CcO2 |5 M M M v M L M M M
CO3 M M M S M S M S M M
CO4 M M S M M S M S M M
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SEMESTER - 11

Course Code Course Name Category Lecture (L) Tutorial (T) | Practical (P) Credit
Discrete

19BMAGANG | Structures and | p 50 10 - 4
Applications

Preamble: This course aims at facilitating the student to learn the concepts in Discrete Mathematics and apply the fundamental
concepts in graph theory and apply the fundamental concepts in Number theory

Prerequisite: Basic concepts in Mathematics at HSC level and know the concept of number theory, matrices and basic set
operations in Mathematics

SYLLABUS: Discrete Structures and Applications

Unit Course contents Hours

Relations: Cartesian product of two sets — Relations — Representation of Relation — Qperations on
I Relations — Equivalence of Relation — Closures and Warshall’s Algerithm — Partitions and equivalence | 12
classes

Coding Theory: Introduction — Hamming distance — Encoding a Message — Group codes —Procedure for

Generating Group Codes — Decoding and error correction — An example of Simple Error Correcting Code. .

I

Mathematical Logie: Introduction — True / False - Statements — Connectives — Atomic and Compound
HI Statements — Well Formed (Statement) Formulae — The truth table of a formula — Tautology - | 12
Tautological implications and equivalence of a formula — Normal forms — Principal Normal Forms.

Graph Theory :Graphs and sub graphs - Operations on Graphs - Isomorphism of Graphs - Walks, paths
v and cycles - Trees - spanning trees of graph - Algorithm for finding a spanning tree of a connecied graph - | 12
K.ushkal’s algorithm to find an optimal tree of a weighted graph.

Number Theory: Divisibility: Divisibility of integer — Division algorithm — Common divisor — Greatest
common divisor— The Euclidean algorithm —Primes and Composite Number: Definition of Prime,

v Composite, Twin prime - Euclid’s theorem — Unique factorization theorem - To find GCD & LCM of 12
two intcgers — Positional representation of on integers — Worked examples
l'otal 60
Text Book:
Unit -1, 11, 11 Bk
t. Dr. M. K. Venkataraman, Dr. N. Sridharan, N, Chandarasekara wsprete Mathematics, The National Publishing
Company Chennai, 2006. ﬁ T T,
Unit — | Chapter 2: 2.1. 2.6.. 2,10, 2.13. 2.21. 2.29. 2.40
Unit —11 Chapter 8: 8.1, 8.2, 8.3, 8.5, 8.6, 8.8, 8.11
Unit = IH Chapter 9: 9.1, 9.4, 9.13, 9.14, 9.21, 9.25, 9.30, 9.34, 9.40, 9.42,9.49
Unit - IV
2. S. Kumaravelu&SusheclaKumaravelu, Graph Theory, JankiCalcnde%poration, Sivakasi. 1999
Page No. | to 54, 56 to 64, 66 10 77, 88 10 90 —
Unit -V Ny, Ty, el n T
3. Kumaravelu and SuseelaKumaravelu, Elements of Numberﬂ'heory, Raja Sgnkar offset Printers, 2002.

Unit — V Number Theory Chapter 3 Page no 45-57 Chapter 4 Page no 60- 75 S
Theory -40%,Problems -60%

Reference Book(s):

1. J.P.Tremblay, R Manohar, Discrete Mathematical Structures with Applications to Computer Science, McGraw Hill international
Edition, 2007.

2. Dr. A. Singaravelu, Dr.V. .Ravichandran, Dr. T.N. Shanmugam, Discrete Mathematics,

Meenakshi agency 2008, 5" edition

3 NarsinghDeo, Graph Theory with applications to engineering and computer science, Prentice hall of India, New Delhi, 2003

4. Ivan Nivan and Herbert S. Zuckerman. An introduction to the Theory of Numbers. Third Edition Wiley Easter Ltd. 1972
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Learning Methods (*):
* Assignment/Seminar/Quiz/Group Discussion/Case-Study/Self-Study/etc.,

Focus of Course: Employability

e-Resource/e-Content URL; https://www.youtube.com/watch?v=0C0wKICC9A¢

Course Designer:
Prof, K. Sivaswamy,R.Karpagam,
Dean Mathematics, STC, Asst.ProfDepartment of Mathematics  BoS Chairman

Course Qutcomes (COs)

On successful completion of this course the students will be able to:

CO Number Course Outcome (CO) Statement Blooms Taxenomy
Knowledge Level

Co 1 Understand the concepts of sets and relations Know the concepts of mathematical K1

logic.
CO2 Know the concepts of mathematical coding theory Kl
CO3 Know the concepts of mathematical logic K2

Know the basic concept of graph theory and the types of graphs and Relate
cCO4 . . . K3

connectedness, connectivity and various matrices
o5 Find results involving divisibility and greatest common divisors and K3

Find integral solution to specified linear Diophantine equations
Mapping with Program Outcomes:
Cos/POs PO1 PO2 PSO3 PSO4 PSOS
el L L s s M
—— M M M M L
C0O3 M M S vl 5
co4 L M M L s
e s M M L

§ — Strong; L — Low; M -~ Medium
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SEMESTER - 11

Lecture Tutorial Practical .
Course Code Type Course Name Category L) M) ) Credit
Value
18DHE2V20 VBC2 Education & - 27 - - 2
Human Rights

Preamble: In order to promote and encourage interest in Value Education and Human rights, we, teach the noble
purpose of education, life and living standards- Create patriotism and awareness in the national interest by teaching the
history of the country’s freedom struggle — Make a good citizen imbibed with the knowledge of Indian constitution and
human rights.

Prerequisite:
The curriculum has been setup in the course of the classroom with the study of the lessons learned {rom the
higher Secondary school.
+  The syllabus is setup, to realize human values, to promote patriotism and to compete with competitive exams.

Syllabus:

Instructional

Unit Course contents
Hours

Education — Definition —The purpose of education — Important vaiues of life — The
1 excellence of family and family relations — The significance and the necessity of 05
culture — The role of individual in a society — The art of complete life.

History of Indian freedom struggle — East India Company and its rule in India 1757 -
1858 — Its unlawful practices and atrocities — Dircet rule by British Government —
Sepoy mutiny — Indians revolt against British Raj ~ The massacre of Jaliionwalah
11 Bagh — Indians’ non-cooperation movement. 05

Short notes: Pandit Jawaharlal Nehru, Patel, Subash Chandra Bose,V.0Q.Chithambaram
pillai, Baghat Sing.

Indian Constitution — The birth and the significanccof Indian Constitution — Indian
citizenship — Equality of rights — Lhe night w freedom -~ Right o arts, culture and
I education —Right to property — Basic responsibilities ot every Indian — The rights and 06
the Acts concerned.

Gandhian thoughts — Gandhi and his principle of Sathyagraha — Sarvbdhay&'— concept
v and meaning — Swami Vivekananda and his teachings to th nrt_s\—/lj[zAbdul. 05

Kalam and the students.

Human rights - Definition — Classification of human rights — Rights to live - Rights to
Equality — Traditional and cultural rights — Social, political and econonfn?:lnghts -
A4 Rights of women - Rights of children - Exploitation and cruelty to women — 06
Organization protecting women’s rights — l{uman nghls orgam ons — Courts of
justice — Safety of women rights.

A==y T

o g el e " Total 27




Course Outcomes {COs)

On successful completion of this course the students will be able to:

Cco Blooms Taxonomy
Number Course Qutcome (CO) Statement Knowledge Level
Define the purpose of education, role of a person in a family relationship,
cOl . K1
culture and society.
co2 Understand the history of Indian independence and the Indian constitution. K2
CO3 Develop Gandhian ideas, Vivekananda's norms, Abdulkalam’s languages, K3
need for human rights and feminism.
Mapping Course Qutcomes with Programme Qutcomes & Programme Specific Outecomes
COs/POs/PSOs PO1 | PO2 | PO3 | PO4 | PO5S | PSO1 | PSO2 | PSO3 | PSO4 | PSOS
_H'ﬂt:::..f::-:'::'-"'-.
g T . e
col 8 S M 15784 t‘nﬁ_;rf:n i8S, S M M M
F . [ty v,
e ESE R
Cco2 S M M7 / _E@ “f\__;%\ 1. %8 L L L
¥, o 3 Tay 'l\
co3 S s M pm | mt s Y=g M M L
AU T
§- Strong; L- Low; M-Medium 5 ,
N 4% & é ’
N g ..:'..--_;'. e
W T e RSR e
. ; b
Frea. e
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Semester I1

Course Code Course Name Category Lecture(L) Tutorial(T) Practical(P) Credit
20GEN2Z10 U T Language 55 5 2
English [1 =

Preamble:The course aims to Develop students’ competence in the use of English with particular reference to the
workplace situation

Prerequisite:Basic knowledge in English

SYLLABUS
Units Course Contents Instructional
Hours

Communicative Competence
Listening — Listening to two talks/lectures by specialists on selected subject specific
topics and answering comprehension exercises (inferential questions)
eg://youtu.be/moljKgkn_Xs.

I Speaking: Small group discussions and narrating stories. Reading: Two subject-based 12
reading texts followed by comprehension activities/exercises
Writing: Summary writing based on the reading passages.
Grammar and vocabulary exercisesftasks 1o be designed based on the discourse patterns
of the listening and reading texts in the book. This is applicable for all the units.
Persuasive Communication
Listening: listening to a product launch- sensitizing learners to the nuances of
persuasive communication

1 Speaking: Debates and Just a Minute Activities 12
Reading: investigate a topic by answering inferential questions -
Writing: dialogue writing- writing an argumentative /persuasive essay.eg:Watch a
youtube video on Natural Language Processing and draft a report based on the
foHowing link:htips://youtu.be/Sctbvk AMQOA4,
Digital Competence
Listening to you tube video and doing exercises in comprehension e.g.
htips://youtu.be/m20IMAIjbo.
Speaking: Interviews with subject specialists (usingvideo conferencing skitls) group
discussion regarding drastic industrial disasters.eg: Vishakhapatnam gas leak disaster on

HI 7 May, 2020 .. 12
Reading: Selected sample of Web Page (subject area) and discuss the benefits of
multilingualism and prepare a presentation based on discussion.
Writing: Creating Web Pages. Essay Writing - Digital Competen cademic gnd ;
Professional Life. This essay must address all aspects ¢ of digital compe R&ﬂﬁson i
to MS Office and how they can be utilized in relation to'work in the su ect area. o
Creativity and Imagination
Listening to short (2 to 5 minutes) academic videos (prepared by EMRC/ other MOOC
videos on Indian academic sites — E.p.

v https://www.youtube.com/watch?v=4WZTzKu3CsY) Speaklng Talk %ta script on 12
Analytical Engine — subject based. " o
Reading: Essay on Creativity and Imagination ." ‘
Writing: Basic Script writing imagining vour ﬂoatma(mdmdual) Role play af
considering one’sown self as a water molecule(group discussion)™>....___
Workplace Communication and Basics of Academic Writing
Listening: Pronunciation Practice{Collins Dictionary) and Listening Comprehension,
Speaking: Short academic presentations using PowerPoint, e.g. How man interferes

v with nature to console his greed. i

. Writing:Introduction.Paraphrase and Summary. Creating webpages. Blogs, Flvers and

Reading: comprehension and reading activity
Product Profiles, Circulars, Minutes of Meeting, Imagine a meeting to decide if you can
invest a research product related to artificial photosynthesis,
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brochures - Poster making writing slogans/captions Punctuation(period, question mark,
exclamation point, comma, semicolon, colon, dash, hyphen, parentheses, brackets,
braces, apostrophe, Capitalization (use of upper case quotation marks, and ellipsis)

60

Text Books:
Tamil Nadu State Council for Higher Education{TANSCHE}
Reference Books:
Tamil Nadu State Council for Higher Education{ TANSCHE)
Focus of Course: Employability (Employability/Skill Development)
¢-Resource/e-Content URL:

. Vidya-MitraPortal:hup://vidyamitra.inﬂibnet.ac.in/index.php/search

»__¢-PG Pathshala:http://epgp.inflibnet.ac.in/ahl.php?csr O\ N D\O _~

) -
{ .

Course Designer BoS Chairman

TANSCHEAssistant Professor of English

COURSE OUTCOMES
On successful completion of the course the students will be abie to:

Bloom’s Taxonomy
Knowledge Level

CO Number Course Qutcome (CO) Statement
Col1 Enhance the creativity of the students, which will cnable them to think K1
of innovative ways io solve issucs in the workplace.
CcO2 Develop students’ competence and competitiveness and thereby K2
improve their employability skilis,
CO3 Attend interviews with boldness and confidence K3
CO4 Adapt casily into the workplace context; having become K4
communicatively competent=>" . . frp o
CO5 Apply to the Research and Develgament orgahizations/ sections in K5
companies and offices _wilh,.winrimnid osals ™ i,
IS S

HE T Lo N
Mapping Course Quitconjes with Program ;'Outc%m‘ies\% Programme Specific Qutcomes:
I 2 i !

COsPOs | POI [POZ | POI P04 | POs |PSOi/ [P0z [PS0s [ Pso4 | Psos
co1 M s S® % =8 S M = ",47 M 5 3 §
coz M| M | M s NS s 7 M 5 S 5
C03 M | M | ™ \shh__&,___é_:‘_{w-s ] S S s s
Co4 M | s S| s | s 5 M 5 s s
05 M | s | s | s | s s M s s 5

8- Strong; L- Low: M-Medium
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EXAMINATIONS SYSTEM UNDER AUTONOMY

1. OBE ASSESSMENT COMPONENT MATRIX

Theory

Course Category

UG

UG/PG

UG

UG

PG

Assessment
Components

Language

Concept

Application

Analysis

Skill Based
Course

Value Based
Course

IDC

Component -1
CIA — Test

30

15

45

50

Componer. -2
UG — Attendance

5

5

5

Component -3
Assignments

5

Component -4
Skill Based Task

*

10

Y

10

10

L]

10

Total Marks

50

50

50

50

30

S0

50

Note:
% Skill based task — 1 task

“- Skill based tasks — 2 tasks for UG, — 3 tasks for PG

Practical

Course Category

Assessim

.t Components

Skill Based

Component -1
CIA — Test

Component -2
Lab Performance

15

7

Component -3
Observation

Component -4
Skill Based Tash
Total Marks

Note:
# . Skill based task - 1 task

"~ Skill based tasks — 2 tasks for UG, - 3 tasks for PG

Project & Internship

Course Category
Assessment Components

— Project

Summer
Internship

Project

Component -1
Review |

15

25

Component -2
Review 11

5

25

Component -3
Report Submission

10

Component -4
Model Viva voce

10

Total Marks

50

50

100

Internship « Field Work for Ps, chology/Social Work

Course Category

' Component -1
| Attendance

Assessment Componenty

10

1

Internship |

|
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Component -2 10
Work Diary/IC

Component -3 10
Report/Record

Compenent -4 20
Prof. Knowledge& Initiatives/ Viva voce

Total Marks 50

SKILL BASED TASKS FOR THEORY / PRACTICAL COURSES:
* FLOWCHARTS

* MINIATURES

* DEMONSTRATION
* SNAP TALK

* VIVA VOCE

» CLASS PRESENTATION [ORAL/POSTER]
* BUSINESS PLAN

* GROUP DISCUSSION

» SIMULATION EXERCISE
* CASE STUDY

* GAMES

* PUZZLES

* MODELS

* PAPER PRESENTATION

» ARTICLE REVIEW - WL N
* DEBATE :
RO s B
* SEMINAR y i
- REPORTS @ 37
* PORTFOLIOS R T
. o el '_.;I

* QUESTIONNAIRF
* PUBLICATION
* SURVEY
* MINI PROJECT [INDIVIDUAL / GROUP]
* USP COMPONENT [UNIQUE TO THE COURSE]

2. Mark Preparation Format

SLNo. | Name

Reg.No.

Rubrics Evaluation

Component 1

Component 2 Component 3

Component 4

Total
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3. Pattern of Examinations: The College follows semester pattern. Each academic year consists of two semesters and each
semester ends with the End Semester Examinations. A student should have a minimum of 75% attendance out of 90 working days

to become eligible to sit for the examinations.

4. Internal Examinations: The questions for every examination shali have equal representation from the units of syllabus covered.
The question paper pattern and coverage of syllabus for each of the internal (CIA) tests for UG programs are as follows.

Internal Assessment Test
i. First Internal Assessment Test

Syilabus : First Two Units

Working Days  : On completion of 30 working days. approximately
Duration : Two Hours

Max. Marks 150

ti. Second Internal Assessment Test

Syllabus : Third and Fourth Units
Working Days  : On completion of 65 working days, approximately
Duration : Two Hours
Max. Marks 150
iii. Model Examinations
Sylabus : All Five Units
Working Days  : On completion of 85 working days, approximately
Duration : Three Hours
Max. Marks : 100 {or) 75
CIA Assessment {for CIA-1 and CIA-II) - UG
Bloom's Category Sections Marks Description
Level

_ i Section A R .

K1= Remember 5 Questions * 1 Marks 5 Multi choice Questions
N i i

e i Seclion B ! 15 o e . |
Sld Rctmczjm._ er K2 3 Questions (out of 5 85:21;(1:;1% lype
K;:}:s aT questions) * 5 Marks K1 K2 K3 (250 words)

PRl {Open choice type) 2 2 .
K1= Remember K2= Sections C = Either or types
Understand 3 Questions * 10 Marks ‘Questions
K3= Apply (either or type) Kl K2 : p -(500words)
2 2 |91 -7
_— v
Total 50 [

For the internal assessment test, the question paper pattern shall be as given below.

{FOR 2 UNITS - 2 HOURS - 50 MARKS]

|FOR CORE/ELECTIVE/ALLIED/SKILL BASED COURSES]

{05 MULTIPLE CHOICE QUESTIONS]
fALL 5 FROM K1 LEVEL]:
(MINIMUM TWO QUESTION SHALL BE ASKED FROM EACH UNIT)

UG: CIA TEST -1 & 11

SECTION A

SECTION B
{2530 WORDS — OPEN CHOICE VY PE -3 OUT OF 3 QUESTIONS]

05 x 01= 05 MARKS




[2 QUESTIONS FROM K1 LEVEL]
[2 QUESTIONS FROM K2 LEVEL}

[1 QUESTION FROM K3 LEVEL]:

(MINIMUM TWO QUESTION SHALL BE ASKED FROM EACH UNIT)

SECTIONC

[500 WORDS ~ EITHER OR TYPE ~ 3 QUESTIONS]
[ALL 3 ARE FROM K1, K2& K3 LEVEL RESPECTIVELY]:
(MINIMUM TWO QUESTION SHALL BE ASKED FROM EACH UNIT)

03 x 05=15 MARKS

03 x 10 =30 MARKS

For the First internal asscssment test, the question paper pattern shall be as given below.

Model & Semester Examinations

Assessment - UG for 100 marks

Bloom’s Category Level Sections Marks Description
L ) Section A . . .
Ki= Remember 10 Questions * 1 Marks 10 Multi choice Questions
Section B 30

K1= Remember

5 Questions {out of 7

Open choice type Questions

E;Z }\Jnd::r,stand questions)* 6 Marks K3 | (250 words)
PPlY (Open choice type)
ey ] 2
A ) . 0
Ki= Remember Sections € :”.z S ‘ , Eith 3 Questi
K2= Understand 3 Questions * 12 Marks o S00wordsy
: g %2 [t g3 | (500 words)

K3= Apply

(either or fype)

. i i
i Tooadu AL 'j Hj
r' M

Model & Semester Examinatior;SAssessment - UG for 75 marks

Bioom’s Category Level Sections Marks Description
_ Section A R .
K 1= Remember 10 Questions * 1 Marks 10 Multi choice Questions
_ _ . Section B 25 . .
E ;—:- /iiemlember K2= Understand 5 Questions (out of 7 questions)* 5 Marks TG (02[;‘(:)" chodwe types Questions
PPl {Open choice type) > 3 words)
i 40
K1=Remember K2= Understand SS(SE::);?OCHS * 8 Marks Either or types Questions
K3= Apply . , K1 | K2 ] K3 | (500 words)
{cither or type)
4 |1 4
Total 15
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UG: MODEL & SEMESTER EXAMINATIONS
[FOR CORE/ELECTIVE/ ALLIED COURSES)
[FOR 5 UNITS - 3 HOURS — 100 MARKS]

SECTION A
[10 MULTIPLE CHOICE QUESTIONS]
[ALL 10 FROM K1 LEVEL}: 10x01= 10 MARKS
{Two each from all units)

SECTION B
(250 WORDS - OPEN CHOICE TYPE — 5 OUT OF 7 QUESTIONS]
(2 QUESTIONS FROM K1 LEVEL]
[3 QUESTIONS FROM K2 LEVEL]
(2 QUESTIONS FROM K3 LEVEL): 05 x 06 = 30 MARKS
(Minimum One question shall be asked from each unit)

SECTION C
{500 WORDS - EITHER OR TYPE-5 QUESTIONS]
{2 QUESTIONS FROM K 1 LEVEL]
[2 QUESTIONS FROM K2 LEVEL)
[T QUESTION FROM K3 LEVEL]: 05 x 12 = 60 MARKS
(Two each from al| units)

UG: MODEL & END SEMESTER EXAMINATIONS
IFOR SKILL. BASED COURSES / ALLIED & NMEj
[FOR 5 UNITS - 3 HOURS - 75 MARKS]

SECTION A
{10 MULTIPLE Ct 10ICE QUEST [ONS]
[ALL 10 FROM K 1| LEVEL]: 10x01= 10 MARKS
(Two each from all units)

SECTION B
(250 WORDS  opry CHOICE TYPE - 5 Ut Ob 7 QUES] IONS}
12 QUESTIONS FROM K | LEVEL]
3 QULSTIONS FROM K2 LEVEL] IRECIFR. )
[2 QUESTIONS FROM K3 LEVEL]: b SWS'
(Minimum One question shall be asked from cach unit) /
SECTION ¢

[500 WORDS — EITHER OR 1YPE - 5 QUESTIONS] .
(2 QUESTIONS FROM K 1 LEVEL) :
[2 QUESTIONS FROM K2 LEVEL] % :

(! QUESTION FROM K3 LEVEL]. 05 x 08'= 40 MARKS
(Two each from all units) =

The followin=, i

Sylabus : Ail Five Units

Duration : Three Hours

Max. Marks : 50

Question Paper Pattern

Section A (3 x 14 = 50 marks)

Five Questions of “ejther 7 oy type. Each question carries 1) marks.
Answer all questions

Qi@ ___ or (b)
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Q.2(a) or{b)

Q.3(a) or (b)

Q.4 (a) or {b)

Q.5 (a) or (b)
Assignments

Each student is expected to submit at least two assignments per course. The assi gnment topics will be allocated by the course
teacher. The students are expected to submit the first assignment before the commencement of first CIA and the second assignment
before the commencement of second CIA.

Scoring pattern for Assignments

Punctual Submission : 2 Marks

Contents : 4 Marks

Originaiity/Presentation skill : 4 Marks

Maximum : 10 Marks x 2 Assignments = 20 marks

(Reduce these marks to a maximum of 5 i.e,, (Marks obtained / 20) X 5)

Attendance Mark

Attendance Range  Marks
96 % and above - 5 Marks
91 % & upto 95 % - 4 Marks
B6% & upto 90 % - 3 Marks
&1% & upto 85 % - 2 Marks
From 75 % to 80% - | Mark
Maximum - 5 Marks

Outcome Based Education Assessment Pattern (Internals)

2021-22 batch onwards

InternalsSetup Theory = 50 marks (UG/PG)

P Fxamination Marks to convert as
Name of tl_n’gf_i“?_xgirl:jr{aﬂ?pih _ | Conduction Marks Finai Mark

CIA Test — 1 o o dha™ng oA 50 7.5

ClA Test= 11 " AN N TN S, 150 75
Model Examination { \\ " f-:qo 15
Assignment : © . HH 7071 3 ) § 5
Allendance N 5
Skill Baséd Task, S & 10
% \%’e/f 50

T naet
InternalsSetup \ﬁl'am;_\;_: ggj_:‘;;w'zef(ﬁc. )
Examination Marks to convert as
Name of the Examinations | conduction Marks Final Mark

IC1A Test — 1 50 3
CIA Test— H 50 3
Model Examination 100 9
iAssignment 5 5
Attendance 5 3
Skill Based Task 5 5
Total Marks 30
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InternaisSetap

InternalsSetup

InternalsSetup

InternalsSetup

Value Based Course — 50 marks (UG)

Name of the Examinations

Examination

Marks to convert as

Conduction Marks Final Mark

ICIA Test—1 50 10
CIA Test - II 50 10
Model Examination 100 25
Assignment - g
lAttendance 5 5
Skill Based Task - -

Total Marks 50

: Practical — 50 murks
Examination Marks to convert as
Name of the Examinations Conduction Marks Final Mark

ICIA Test — 1 50 7.5
ICIA Test —11 50 7.5
Model Examination 100 15
Lab Performance 5 3
Observation 5 5
Skill Based Task 10 10

Total Marks 50

: Practical — 25 marks
Examination Marks to convert as
Name of the Examinations Conduction Marks Final Mark

CIA Test— | 50 | 35
ICIA Test— 1t 50 1 Yy
Model Examination 100 OKJ '-L(r\s : %
l.ab Performance 25 25
Observation 25 1 2.5
Skill Based Task 5 5

Total Marks

~

v/

25,

s Practical — 30 marks

LS

"
b ST

Name of the Examinations

Examination

[+ '_M.arks to convert as

Conduction Marks Final- Mark

CIA Test — | 50 3
CIA Test — 11 50 3
Model Examination 100 9
[.ab Performance 5 5
Observation 5 5
Skill Based Task 5 5

Total Marks 30




InternalsSefup

InternalsSetup

InternalsSetup

InternalsSetup

External Examinations:

* Project - 54 marks

Examination Marks to convert as
Name of the Examinations Conduction Marks Final Mark
Review — [ 15 15
Review — 11 15 15
Report Submission 10 10
Model Viva-voce 10 10
Total Marks 50

. Sommer Internship — 50 marks

Examination Marks to convert as
Name of the Examinations Conduction Marks Final Mark
Review — | 25 25
Review — Il 25 25
Total Marks 50
: Project— 100 marks
Examination Marks to convert as
Name of the Examinations Conduction Marks Final Mark
Review — 1 30 30
Review - I 30 30
Report Submission 20 20
Model Viva-voce 20 20
Total Marks

2 lurernship and Field Work — 30 marks

100

Examination

Marks to convert as

Name of the Examimtt'iog_s_ __| Conduction Marks Final Mark
Work diary/iC 20 o ol R, 10 10
Report/Record o f\_ \‘ ("\\‘{Q 10
Professionalﬁnt_i_’»ﬂe’dg Vet B vy w2 20
Initiatives / ¥iva-voce = :

15 . - 11
Anendance{_: : S 2424 \;IU \:1 10
i .-y Total Magks ! - ﬂ 50

o % RS
The external examinations for theory courses will be &on

Total mark is 75, External will be 45 marks). The exter
working days in each semester.
Normally, the external practical examinations will be conducted before the commencement of theory examinations. Under
exceptional conditions these examinations may be conducted after theory examinations are over. The external evaluation wili be for

2
nal

S

s, Oy /{/
S _m‘:—-—h—/A « //

r 50% marks for all UG and PG degree programs, (In case of

) -3
e 4

ry examinations will be conducted only after the completion of 90

50 %(in case of Total mark is 75, External will be 45 marks) of each practical course.

The External Assessment marks forPractical Examinations are based on the following criteria. The assessment is for 50 %

marks of each practical course,

Programmes (2¥20)

{Algorithm 10 marks, Key and exceution 10 marks)

Record

Total 50

40
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The External Assessment marks forSkill BasedPractical Examinations are based on the following criteria. The assessment is for
45 marks of each practical course,

Programmes (2*20) 40

(Algorithm 08 marks, Key and execution]?2 marks)

Record 05

Total 45

The External Assessment marks forNon Major ElectivePractical Examinations are based on the following criteria. The
assessment is for 50 marks.

Programmes (2*21) 42

(Algorithm 7 marks, Key and execution 14 marks)

Record 8
Total 50

The External Assessment marks for Project and Summer Interaship [Inclusive of Psychology & Social Work]are based on the
following criteria. The assessment is for 50 marks.,

a)Evaluation 30
b}Viva 20
Total 50
The External Assessment marks for Project are based on the following criteria. The assessment is for 100 marks.
a)Evaluation 60
b)Viva 40
Total 100

The exiernal viva voce examinations for project works also will be conducted after completion of theory examinations. The external

assessment & for 100 % marks of the project work. :
The External Assessment mark for project evaluation / summer internship [50 %s is based on the following criteria.

a)Assessment 30 H oo
b)Viva 20 :
Total 50 e
The External Assessment mark for project evaluation / summer internship [160 mﬁéﬂ is based on the following criteria.
ajAssessment 60 |
b)Viva 40 1
Total 100

End Semester Examinations Question Paper Pattern - |

Sytlabus : All Five Units

Working Days  : Cn completion of a minimum of 90 working days.
Duration : Three Hours

Max. Marks 2100



Question Paper Pattern
For the End SemesterExternalTheoryExaminationsfor 100 marks the question paper pattern shall be the same for all UG & PG
programmes.
Section — A (10 X 1 = 10 Marks)
Answer the following questions

Multiple Choice questions

1. Unitl
2. Unitl
3. UnitIl
4. Unitll
5. UnitiIl
6. Unit III
7. Unit1v
8. Unitiv
9, UnmtV
10. Unit V

Section — B (5 X 6 = 30 Marks)
Answer any 5 out of 7 of the following questions

1. Answers should not exceed 250 words

11. Unit - VIAITAIV/V
12. Unit ~/I/IAV/V
3. Unit — VI/IIV/V
14, Unit— IIIAV/VE
1. Unit - VIVIAVAY: 7
16. Unit — VIVHIAV/V
17. Unit — l/l!/lll/li{/i{_ !’=.

o QC."\? P
Sy, Treeis L5 Eeotin — € (5 X 12 = 60 Marks)
-zgviswer either (a) or (b) from all questions
Answers should not exceed 500 words
18. a) Unit -1 Or
b) Unit =1
19. a) Unit 11 Or
b) Unit I
20. a) Unit HI Or
b) Unit i1
21, a4} Lail 1MV (9]
by Unit 1V

25



22, a) Unit v Or
b) Unit V

End Semester Examinations Question Paper Patiern - 11

Syllabus : All Five Units

Working Days  : On completion of a minimum of 90 working days.
Duration : Three Hours

Max. Marks 275

Question Paper Pattern

For the End SemesterExternalTheoryExaminations {for 75 marks), the question paper pattern shall be the same for all UG
programmes [Skill Based Courses & NME].

Answer the following questions
Multiple Choice questions

1. Unit]
2. Unit]
3. Unitll
4. Unitll
5. UnitIl
6. Unit Il
7
8
9

Section— A (10X 1=10 Marks)

Unit 1V
Unit IV
Unit V
10. Unit vV

Section ~ B (5 X 5= 25 Marks)
Answer any 5 out of 7 of the following gquestions

Answers should not exceed 250 words

L1 Unit— VI/INAV/V |
12, Unit ~I/IALYIV/V K) F e
13. Unit - VIVHI/IV/V

14. Unit - VIVIL/IV/V

15. Unit~ /I/INAV/V

16. Unit — IA/HI/V/V g

17. Unit - VIVI/IV/V
Section — C (5 X 8 = 40 Marks)

Answer either (a) or (h) from all questions

Answers should not exceed 500 words

16, a) Unit | O

b Linit |



17.

b)

18.

b}

19.

b)

20.

b)

a) Unit 11 Or
Unit {1
a) Unit [ Or
Unit 11
a) Unit IV Or
Unit IV
a) Unit v Or
Unit vV

Essential conditions for the Award of Degree / Diploma / Certificates;

7.

Classification of Successful Candld it

Pass in ali components of the degree, i.c., Part—I, Part—I1, Part-IIl, Part - IV and Pari—V individually is essential for the award

of degree.

First class with Distinction and above will be awarded for part [I! only. Ranking will be based on marks obtained in Part — 111

only.

GPA {Grade Point Average) will be calculated every semester scparately. If a candidate has arrears in a course, then GPA for
that particular course will not be calculated. The CGPA will be calculated for those candidates who have no arrears at all. The

ranking also will be done for those candidates without arrears only.

The improvement marks will not be taken for calculating the rank. In the case of courses which lead to extra credits also, they

will neither be considered essential for passing the degree nor will be included for computing ranking, GPA, CGPA etc.
The grading will be awarded forf_thé‘total- marks ofgach course,

Fees shall be paid for all arfears cou@

There is provision for u: toialmb Xerox chpy and reva[uahmi or UG and PG Programmes on payment of prescribed fees,
p g pay

|C0u.rs_e}\0i5e§ . i:

RANGE OF MARKS! =
kY %' - DESCRIPTION
(In percent) \3; £

90 - 100 OUTSTANDING
80 -89 EXCELLENT
75-179 DISTINCTION
70-74 VERY GOOD
60 — 69 GOOD
5059 AVERAGE

40-49# SATISFACTORY
00 ~ 39 0.0 U RE-APPEAR

ABSENT 0.0 U ABSENT

Reappearance is necessary for those who score below 50% Marks in PG **;

those who score below 40% Marks in UG*;



# only applicable for UG programs

Individual Courses

Ci= Credits earned for course “§” in any semester
G= Grade Point obtained for course “1” in any semester
'n' refers to the semester in which such courses were credited,

GRADE PGINT AVERAGE [GPA]= ECiGi
zCi
Sum of the multiplication of grade points by the credits of the courses

GPA =

Sum of the credits of the courses in a semester

Classification of Successful Candidates (Overall):

I LR i CLASSIFICATION OF FINAL
CGPA GRADE RESULT
9.5t010.0 O+
First Class - Exemplary *
9.0 and above but below 9.3 O
8.5 and above but below 9.0 D+
8.0 and above but below 8.5 D+ First Class with Distinction *
7.5 and above but below 8.0 D
7.0 and above but below 7.3 At et
6.5 and above but below 7.0 A+ First.Class %
6.0 and above but below 6.5 A Q ( )
5.5 and above but below 6.0 B+ v
Secord Class
5.0 and above but below 5.5 B
4.5 and above but below 5.0 C+#
Third 5
4.0 and above but below 4.5 C# _
0.0 and above but below 4.0 U Re%)pear

“*” The candidates who have passed in the first appearance and within the prescribed semester of the Programme (Major.
Allied, Inter Departmental and Elective Course alone) are eligible.

“#” Galy applicable 1o U.G. Programme
ZnZCnGn
CUMULATIVE GRADE POINT AVERAGE |CGPA| = -eeeeeeeeee
ZnZ, Cn,

Sum of the multiplication of grade points by the credits of entire program

L

Sum of the credits of the Courses of the entirc Program

58



In order to get through the examination, each student has to earn the minimum marks prescribed in the internal (wherever
applicable) and external examinations in each of the theory course, practical course and project viva.
Normally, the ratio between internal and external marks is 50:50. There is no passing minimum for internal componeﬁt. The

following are the minimurm percentage and marks for passing of each course, at UG and PG levels for external and aggregate is as

follows:
: Passing Minimum in Percent
o Frograin External (50) | Aggregate (100)
1 UG Degree 40% (20} 40% (40)
2 PG Degree 50% (25) 50% (50)

However, the passing minimum marks may vary depending up on the maximum marks of each course. The passing minimum

at different levels of marks is given in the following table:

-7 | UG & PG Maximum Marks | Passing minimum for UG Passing minimum for PG

SNG | Int. ) L Ext. Total |- Int: Ext. :(ﬁ,i : Int. Ext. gog"i
1 50 50 100 - 20 40 - 25 50
2 30 43 75 - 18 30 - - -
3 50 - 50 20 - 20 25 - 25
4 25 25 50 - 10 20 - 13 13
5 - 50 50 - 20 20 - 25 25
6 100 100 200 - 40 80 - 50 100
7 - 100 100 - | 40 40 - 50 50

Reappearance \“‘\‘\\

The students having arrears shall a'p'pear in"i

b&e'r\}vternal) cxaminations compulsorily. The candidates may be

allowed to write the exammahon in the same sylldbus for 3 yeags onl‘* Thereafter, the candidates shall be permitted to write the

—— ‘

examination in the revised / currént’ syIlabus dcpcndmg on{’vprloué aqu,‘nslrauve factors. There is no re-examination for internals.

Criteria for Ranking of Students : /“ 3 r/

1. Marks secured in core, elex:tlve and i?\ &) 'na(? Ceur (Part HI) courses will be considered for PG Programs and
marks secured in Core, Electwe, Inter Departmentatearldvdlhed Courses {Part-|ll} will be considered for UG programs, for

ranking of students. ., N
2. Candidate must have passed all courses prescribed chosen / opted in the first attempt itself,
3. Improvement marks will not be considered for ranking but will be considered for classification.

External Examination Grievances Committee:
Those students who have grievances in connection with examinations may represent their grievances, in writing, to the chairman of

examination grievance committee in the prescribed Performa. The Principal will be chairman of this committec.



SREE SARASWATHI THYAGARAJA COLLEGE (AUTONOMOUS)

- THIPPAMPATTI, POLLACHI - 642 107
Student Grievance Form
(Forms Available at Utility Stores)
Date:
Place:
From
Register No ..o .
Name 3 B0RE0 a0 00 0RO B AEE GG BEAa0 008 I aB 0 AR EAAA s Do A B .
Class 0 (e B S S ) e s B e S e
Sree Saraswathi Thyagaraja College,
Pollachi — 642 107
To
The Principal / Examination-in-charge,
Sree Saraswathi Thyagaraja College,
Poliachi — 642 107
Through: L Head of the Department,
Departmentof ............................. .

Sree Saraswathi Thyagaraja College,
Pollachi - 642 107
2. Dean of the Department
Faculty of ... s
Sree Saraswathi Thyagaraja College,
Pollachi - 642 107
Respectca Sir / Madam,

SUBE L - reg.

NATURE OF GRIEVANCE

Thanking you,
Yours Truly,

Signature
Forwardc.. by: A
HOD with comments / reccommendation =

2. Dean with comments / recommendatiosi L

4

--------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------



SEMESTER -V

Course Code | Course Name Category Le(cltJl)Jre Tu(t;;-lal Practical (P) Credit
Vulnerability

19BFs5Clg | Assessmentand ;oo 70 5 ; 4
Penetration
Testing

Preamble: This course facilitate to student to understand the concept of Vulnerability Assessment and
Penetration Testing in all respect.

Prerequisite: Basics of Security and networks, information security

SYLLABUS
Unit Course contents Hours
PENETRATION TESTING METHODOLOGY: Types of penetration testing,
i Vulnerability assessment v/s penetration testing, Security testing methodologies: i5
OSSTMM, ISSAF, OWASP, WASC-TC, Back tracking testing methodology, Ethics.
| | FOOT PRINTING & SOCIAL ENGINEERING: Information gathering methodologies- | 15
Competitive intelligence- DNS Enumerations- Social Engineering attacks.
I SCANNING &ENUMERATION :Port Scanning-Network Scanning- Vulnerability .
Scanning- NMAP scanning tool OS Fingerprinting- Enumeration
v SYSTEM HACKING: Password cracking techniques- Key loggers- Escalating .
privileges- Hiding Files Steganography technologies- Countermeasures,
Vv SNIFFERS & SQL INJECTION : Active and passive sniffing- ARP Poisoning- Session 15
Hijacking- DNS Spoofing Conduct SQL Injection /a}tgack:'-"CSG"ﬂtermeasures
LA
>
,4“‘5‘*%\% r\ 7S

1. Shakeel Ali &Tedi Heriyanto, “Backtrack -4: ASSlmng secunty by penetrati
Publishing., 2011.
2. Kimberly Graves, “CEH: Official Certified Ethﬁca} I’:!acker Re\b LwZﬂR&e” \i/lley-'fubllshmg Inc.,

Text Books .,_’: J. /
bpie ", PACKT

~

Assistant Professor , Dept. of DCFS,

g S LRt

=

Focus of Course: Employability W /.\'" ,j/ R\

- P [ Sav g
Course Designer : %\Zg__/ \%\\\”00 /;/ BoS Chairman
Ms. Anjana K S 2 ve / g Prof. D Geetha

e -__:'_.:.“;:'/ HOD, CS




Course Outcomes (COs)

On successful completion of this course the students will be able to:

Blooms
CO Number | Course Outcome {CO) Statement Taxonomy
Knowledge
Level

CO I Understand vulnerability and its implications. Kl
CO2 Formuiate the technigues of information gathering Kl
CO3 Discover the system hacking methods and its advancement K2
CO4 Perform vulnerability assessments and pen testing K3

Mapping with Program OQutcomes:

~ Strong; L

COs/POs POl [PO2 |PO3 |PO4 |PO5 |PO6 |PO7
coi L M I R | —f ¢
COo2 L Lo L L [ N M

COo3 A M M ™M "M S L
CO4 L LM ™M S S L

Cos L™ L e N

Low: M Medium T I SETNRA




SEMESTER -V

Course Lecture Tutorial . .
Code Type Course Name Category (L) (T) Practical (P) Credit
Vulnerability
Assessment and .
19BFS5C20 Core Penetration Practical - 5 70 3
Testing Lab

Preamble: This The main objective of this practical session is that students will get the exposure to various
Penetration testing methods and forensic tools.

Prerequisite: Basics of Security and networks, information security.

Syllabus:

EN’;' Course contents Hours
1 Information gathering through Social Engineering 6
2 Understanding Data Packet Sniffers .
3 Understand the process of phishing attacks and the security levels .
4 Implementing Web Data Extractor and Web site watcher. )
5 Vulnerability scanning using tool Nessus. 8
6 Vulnerability assessment using tool Burp Suite. 8
7 Penetration Testing and its justification s
8 Performing sql injection attacks. ' J
9 Denial of Service and Session Hijacking using Tear Drop, DDOS attack. 8

8

10| Windows Hacking - NT LAN Manager, Secure 1 password.recovery

Total. f\) B 75

[ R o=y t
Reference Book: X

1. Kimberly Graves, “CEH: Official Certified ‘Ethical Hacker Review Gundc” Wlley Publishing Inc.,
2. Shakeel Ali &Tedi Heriyanto, “Backirack -4: Assuring security by penetratlon -testing”, PACKT Publ:shmg

2011. =

Recommended Tools to be used: Burp Suite, Web Data x‘i‘gor Open source tools

Focus of Course: Employability

Course Designer : ? \':‘:‘.‘-: _ e BoS Chairman
Ms. Anjana K S e ( Prof. D Geetha
Assistant Professor , Bept. of DCFS, HOD, CS




Course Qutcomes (COs)
On successful completion of this course the students wiil be able to:
Blooms
Nucm?)er Course Qutcome (CO) Statement ;zzzl:gglg’;
Level

COl Understand vulnerability and its implications. K2
co2 Formulate the techniques of information gathering K3
CO3 Discover the system hacking methods and its advancement K3
CO4 Perform vulnerability assessments and pen testing K4

Mapping Course Outcomes with Programme Outcomes and Programme Specific Qutcomes:

C?,szg?s’ PO1 | PO2 | PO3 | PO4 | PO5 | PSOI1 | PSO2 | PSO3 | PSO4 | PSOS
COl Lo| ™ L L | L L L L M L
co2 I I R S IR R Y MM | M| s
co3 MM I MMMl EIm | ML
CO4 Lo L M|lnM | S s T VIR Y s

S —Strong; L —Low, M- Medium

: [

-y

I 21

=,
o~

ot

&

\
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SEMESTER V

Course Code Course Name Category (L) (T) Practical (P)

Lecture Tutorial

Credit

19BFS5C30 | Network Security Concept 55 5 -

5

Preamble: This course provides basic concept on network security.

Prerequisite: information security

SYLLABUS

Unit

Course contents

Hours

Introduction: - Types of Computer Networks, Reference Models - 1SO-OSI
Reference Model, TCP/IP Reference Model. Protocol Hierarchies Network layer:
Routing Algorithm , ARP,RARP-Transport Layer: Elements of transport protocols,
UDP, Segment Structure, TCP ,Service model, TCP Protocol, Application Layer:
HTTP, DNS.

Computer Security Concepts, the OSI Security Architecture, Security Attacks,
Security Services, Security Mechanisms, A Model for Network Security. Access
Control Models, Chinese Wall, Clark-Wilson, Bell-LaPadula, Non Interference and
Role Base Model.

I

Intrusion detection/prevention system: Overview, Approached Used for IDS/IPS,
Netwok Based IDS/IPS, Hostbased IDS/IPS, HMoneypots, Detection of
Polymorphic/Metamorphic worms, Distributed Intrusion Detection Systems and
Standards, SNORT, TippingPoint IPS, McAfee Approach to IPS, Security
Community’s Collective Approach to IDS/IPS

Hash and Authentication: Authentication, Hash functions, HMAC, Password
Rased Authentication. Password Based Encrvption Standard, Automated Password
Generator Standard, Password based Security protocols, One-time password and
token, OPeniD and OAuth..

(]

Symmetric Key Ciphers and Wireless LAN security: Block ciphers, Stream Ciphers,
US Govt's Cryptography Module Standards, Side channel attacks and defensive
mechanisms

Public Key Cryptography, Infrastructure and Certificates: DH protocol, Digital
Signatures, PKC characteristics, ECC, Certificates and Public Infrastructure, PKCS,
X.509 certificate and Private Key File Formats, US Govt. Standards, Attacks which
target PKI and certificates, Email security.

v

Secure Socket /Transport Layer Security(SSL/TLS) Protocols for Transport Layer
Security: Handshake Protocol and Attacks, Record Protocol, SSL/TLS, DTLS, US
Govt. Recommendations, EV-SSL, Establishing a CA, Web setver Certificate Setup
and Client Computer Configuration, CA’s self signed oo cemﬁcate . Browser
security configurations Virtual Private Networks for- gk
Network security, IPSec, IKE, Data Lin Layer VPN protoc:
Procedure Examples.

.. YPN Conﬁguranon

i_Router security, Spam Defensive mcasures, Phishing Defﬁe measures, Web-

Network Access Control and Wireless Network Security: Overview of' NAC,
Kerberos, TPM, Multiple Factor Authentications, 802.1X, Enterprise Wireless
Network Security Protocols Cyber Threats and Their Defense: DNS protection,




L.

based attacks, Database defensive measures, Botnet attacks and applicable defensive
techniques.
Total 60
TEXT BOOK:

1. Network Security Essentials — William Stallings, Edition 4, Pearson Education, 201 1

2. [ Chwan-Hwa (John) Wu , J. David Irwin, Introduction to Computer Networks and Cybersecurity, CRC
Press, 2013

3. Network Security Bible- Eric Cole, Ronald Krutz, James W. Conley, Edition 2, Wiley India Pvt Ltd, 2010

4. Cryptography and Network Security: Principles and Practice-William Stallings, Edition 6, Pearson
education, 2013

5. *“The Internet”, Douglas. E. Comer, Prentice hall of India — Third Editien
6.Cyber Law Crimes, Barkhs and 1J. Rama Mohan, Third Edition ,2017,Asia Law House

7.. Cyber Laws Simplified,ViveekSood, Fourth reprint 2008,McGraw Hill.

Focus of Course: Emplovability

Course Designer ?u Z BoS Chairman

Ms. Anjana K S Prof. D Geetha

Assistant Professor , Dept. of DCFS, HOD, CS
Course Qutcomes (COs)

On successful completion of this course the students will be able to:

' Blooms
CO Number | Course Outcome (CO) Statement gzzm::;.
Level
Co1 To understand the basics of network security Kl
Co2 To discuss about the network security attacks and network security assessment Kl
CO3 To understand the concept of encryption mechanisms and its standards. K2
co4 To apply the defensive mechanisms for network security. K3
Mapping with Program Qutcomes: Dea
= T
COs/POs POl |PO2 | PO3 |PO4 |PO5 |POO, poz>| P53, } Fsoz | psas—
col LI M| L L L//i_:i_ "
Lo e e E LR N | ™
co3 M [ o | ] P MY M
S
‘ = [ L O
CO4 Lol | miF WY
L0 e pip (MM (S
N ey s
\n B N, . = ‘/
S - Swong: L — Low: M — Medium % E N o ¥
S, P — e
32 e N B e
\\\h—-.‘.:_‘:__ P G



SEMESTER V

Course Lecture Tutorial . .
Code Type Course Name Category (L) (T) Practical (P) Credit
. Network .
I9BFS5530 SBC Security Lab Practical - 2 33 2

Preamble: This course provides basic concept of free and open source Softwares and its implementations.

Prerequisite: Basics of network security concepts.

Syllabus:
Ex.
No Course contents Hours
1 Perform an experiment to demonstrate how to sniff for router Traffic by using the tool like 3
Wireshark.
2 Familiarization with network simulator NS 2 3
3 Perform an experiment to sniff traffic using ARP poisoning. .
4 Demonstrate intrusion detection system using any tool eg. Snort or any other s/w. 3
5 Simulation of DoS attacks and detection using various tools.
6 Hacking wireless network using various tools
7 Securing wired and wireless networks. 4
8 Familiarization of various tools used in Network forensics. . i
= —t
.0 : Generating password hashes with OpenSSL. | .
— L]
10 Install JCrypTool (or any other equivaient) and demonstrate Asymmetric, symmetric crypto 4
algorithm, hash and digital/PKi Signatures.
Total 35

E Reference Book:

1. | Chwan-Hwa (John} Wu , }. David Irwin, Introduction to Computer Networks and Cybersecurity, CRC
Press, 2013

2. Network Security Bible- Eric Cole, Ronald Krutz, James W. Conley, Edition 2, Wiley India Pvt Ltd, 2010

3. Michael Gregg, Build Your Own Security Lab; A Field Guide for Network Testmg 1st Edition, Wiley
2008. e

4.Michael Gregg, The Network Security Test Lab: A Step-by- Step Gutc;te E‘dltlon Wlley 2015

5. Richards Stevens, Unix network programming, , Vol I & Vol 11, 4th edmon Pre {;‘55’"

| Hall, 2007.

1
I
I

6. Stallings, Cryptography and Network Security, Pearson Educa.tion,2007

£




e,

Recommended tools to be used : NS 2, JCrypTool, OpenSSL, Snort

Focus of Course: Skill Development

Course Designer :
Ms. Anjana K 8
Assistant Professor

}&ept of DCFS,

BoS Chairman
Prof. D Geetha
HOD, CS

Course Outcomes (COs)

On successful completion of this course the students will be able to-

CO Blooms Taxonomy
Number Course Outcome (CO) Statement Knowledge Level

COl Understand the dynamic nature of Communication Network K3

co2 Understand different tool and techniques K3

CO3 Formulate the techniques in wired and wireless network K3

CO4 Discover the network security methods and its advancement K4

Mapping Course Qutcomes with Programme Qutcomes and Programme Specific Qutcomes:

COWOS | po1 | poz | P03 | Pos | Pos PSO1 [-$$02 | Ps03 ] “P§0O4 | PSOS
COI Lim | | L] | Lmﬁgia:\\??ﬁi\ L
] [ = 9
c0 L jLjejilu™MAmM [ NEEs
o3 Mo mlim | ™M ™| < LT A2 w |7
| cos L |m | m|s S P ,’&' h S

S —Strong: L ~Low: M -Medium




Semester V

Course Code | Course Name Category Le(c{t)xre Tu(t;r)-la! Practical (P) Credit
Elective — 1
Trends in
19BFSSEAD Digital Concept 50 10 - 5
Forensic

Preamble: The students will understand the resent trends of digital forensics in various domains.

Prerequisite: Knowledge on digital forensic

SYLLABUS
Unit Course contents Hours
Digital forensics for ToT-based networks-Applying Digital Forensics to IoT and WSNs-
i Challenges in IoT and WSN Forensics- Device Level Investigation-Network Level 2
Investigation-Cloud Level Investigation.
.. . . . . . 12
Digital forensics for software privacy and security- Introduction-Data Collection-cuirent
I trend of privacy in digital forensics-Privacy prevention in Users perspective- Privacy
prevention in forensics investigator perspective- Privacy prevention in technologies
perspective.
12
Digital forensics for artificial intelligence- introduction- Artificial intelligence-
i Representation of knowiedge-Explaining the reasoning process- Knowledge discovery-
Adaption.
12
Big data and digital forensics- How Big Data Is Helping Cybersecurity- The Analysis of
IV | Current and Historical Data for Threat Visualization- Security controls in big data tools- Data
Authenticity and Integrity
Digital forensics of quantum computing- Introduction- Quantum Computation- Quantum 12
v Forensics- Security and Privacy Aspects Using Quantum Internet-
The Role of Quantum Computing in Software Forensics and Digital Evidence
Total i)




Reference:
» “Digital Forensics for [oT and WSNs"- Research paper by Umit Karabiyik, Kemal Akkaya A Survey on

Privacy Issues in Digital Forensics — Research paper by Ali Dehghantanha, Asou Aminnezhad, Mohd
Taufik Abdullah

e THE USE OF ARTIFICIAL INTELLIGENCE IN DIGITAL FORENSICS: AN INTRODUCTION -
Research paper by Dr Faye Mitchell

¢ BIG DATA ANALYTICS FOR CYBER SECURITY - Bharath Krishnappa

e Digital Quantum Forensics: Challenges and Responses -Research paper by Richard Overill

Focus of Course: Employability
Course Designer ? BoS Chairman

Ms. Anjana K S Prof. D Geetha
Assistant Professor , Dept. of DCFS, HOD, CS§

Course Outcomes (COs}

On successful completion of this course the students will be able to:

Blooms
CO Number | Course Qutcome (CO) Statement LD
Knowledge
Level
COo1 Understand Digital forensics for loT-based networks Kl
CO2 To understand Digital forensics for software privacy and security K1
CO3 it provides conceptual understanding of Digital forensics for artificial intelligence K2
and Big Data
Co4 To understand and analyze on Digital forensics of quantum computing K3

Mapping with Program Gutcomes:

COs/POs PO1 PO2 PO3 PO4 PO5 PO6 PO7
COl L Wi L L L L [
Co2 L L L L L M M
cO3 M M M M M &) L
co4 L L M M S S L
CO5 L. M L L L L L.

S - Strong; L - Low: M — Medium



Semester VI

Course Code Course Name Category Le(cltl)lre Tu(t;;ml Practical (P) Credit

Preserving and
19BFS6CI0 | Recovering Concept 70 5 - 5
Digital Evidence

Preamble: To learn to analyze different laws related to computer crime, how to Secure Digital Evidences, to
understand the Investigation.

Prerequisite: : Cyber Forensic

SYLLABUS

Unit | Course contents Hours

Digital Investigation: Digital evidence and computer crime ,history and terminals of
computer crime investigation technology and law ,the investigate process .investigate
reconstruction ,modus operandi, motive and technology ,digital evidence in the court
room.

15

Computer basics for digital investigators: applying forensic science to computers,
11 forensic examination of windows systems ,forensic examination of Unix systems 15
,forensic examination of Macintosh systems, forensic examination of handheld devices.

Networks: Networks basics for digital investigators, applying forensic science to
I | networks ,digital evidence on physical and data link layers ,digital evidence on network 15
and transport layers ,digital evidence on the internet..

Investigating Computer Crime: Investigating computer intrusions .investigating

v cyberstalking ,digital evidence as alibi. =
V| Guidelines: Handling the digital crime scene - digital evidence examination guidelines. 15
75

Total

Text Books o UQ‘[ '

|3 Digital Evidence and Computer Crime Forensic science, Computers and lnternet Eoghan Casey,Second
Edition, 2011 ,Elsevier Academic Press.

2. A Electromc Discovery and Digital Evidence in a Nut Shell-Daniel } Capra,Shlra A scheindlin,-Third
Edition, 2009 The Sedona Conerence-Academic Press.

3. The Best Damn Cybercrime and Digital Forensics Book Jack ‘Wiles; Anthony Reyes , Jesse
Varsalone,2007 Syngress Publishing. K%

4. Computer Evidence and Computer Crime: Fo,renslc Scnence Computers and the Internet.Casey,
Eoghan, 2000 , Cambridge University Press. :

5. Computer Forensics Computer Crime Scene Investlgathacca Jf)hn R.,2002,Charles River Media.

Focus of Course: Entrepreneurship

e

Course Designer : B hairman

Ms. Anjana K S Prof. D Geetha
ept. of DCFS

Assistant Professor ; HOD, CS




Course Outcomes {(COs)

On successful completion of this course the students will be able to:

Blooms
CO Number | Course Outcome (CO) Statement ;2:&'}2:;
Level

COl1 It helps to recover, analyze, and preserve computer and related materials in such Kl

a manner that it helps the investigation agency to present them as evidence in a

court of law,
CO2 It helps to postulate the motive behind the crime and identity of the main culprit K1
CO3 Designing procedures at a suspected crime scene which helps you to ensure that K2

the digital evidence obtained is not corrupted
CO4 Data acquisition and duplication: Recovering deleted files and deleted partitions K3

from digital media to extract the evidence and validate them.

Mapping with Program Outcomes:

COs/POs POl | PO2 |PO3 |PO4 |POs pos= [ po7_|
co1 LimMm | L] e f\ a\
Co2 L Lo e Vi
CO3 Ml M m | m ~ A
co4 b L ™M | \ s ¢ - &
- el L A S O N A4

S - Strong: L ~ Low: M — Medium g T

o




Semester VI

Course Code Course Name Category Le(cltl)lre Tu(t;;'lal Practical (P) Credit
19BFS6C20 Malware Analysis Concept 45 5 - 2

Preamble: To learn the different perspective of malwares, designs, implications and analysis in all respective.

Prerequisite: Basics of cyber-crime.

SYLLABUS

Unit

Course contents

Hours

Fundamentals of Malware Analysis (MA), Reverse Engineering Malware (REM)
Methodology, Brief Overview of Malware analysis lab setup and configuration,
Introduction to key MA tools and techniques, Behavioral Analysis vs. Code Analysis,
Resources for Reverse-Engineering Malware (REM) Understanding Malware Threats,
Malware indicators, Malware Classification, Examining Clam AV Signatures, Creating
Custom Clam AV Databases, Using YARA to Detect Malware Capabilities, Creating a
Controlled and Isolated Laboratory, Introduction to MA Sandboxes, Ubuntu, Zeltser’s
REMnux, SANS SIFT, Sandbox Setup and Configuration New Course Form, Routing
TCP/IP Connections, Capturing and Analyzing Network Traffic, Internet simulation
using INetSim, Using Deep Freeze to Preserve Physical Systems, Using FOG for
Cloning and Imaging Disks, Using MySQL Database to Automate FOG Tasks.

10

Scanners: Virus Total, Jotti, and NoVirus Thanks, Analyzers: Threat Expert,
CWSandbox, Anubis, Joebox, Dynamic Analysis Tools: Process Monitor, Regshot,
HandieDiff, Analysis Awtomation Tools: Virtual Box, VM Ware, Python , Other
Analysis Tools :

Malware Forensics: Using TSK for Network and Host Discoveries, Using Microsoft
Offline API to Registry Discoveries , Identifying Packers using PEiD, Registry
Forensics with Reg Ripper Plu-gins:. Bypassing Poison Ivy’s Locked Files, Bypassing
Conficker’s File System ACL Restrictions, Detecting Rogue PKI Certificates.

10

il

Malware and Kernel Debugging: Opening and Attaching to Processes, Configuration of
JIT Debugger for Shellcode Analysis, Controlling Program Execution, Setting and
Catching Breakpoints, Debugging with Python Scripts and Py Commands, DLL Export
Enumeration, Execution, and Debugging, Debugging a VMware Workstation Guest (on
Windows), Debugging a Parallels Guest (on Mac OS X). Introduction to WinDbg
Commands and Controls, Detecting Rootkits with WinDbgScripts, Kernel Debugging
with [DA Pro

10

MALWARE DESIGN USING OPEN SOURCE :Computer Vu‘us in Interpreted
programming language- Designing Shell bash virus - unfler Linux=:Fighting over
infection- Anti —antiviral fighting — Polymorphism- Casﬁxd : Cofnpanion’ virus,

10

Memory Forensics and Volatitity: Dumping with MoonSols [Windows Meémary Toolkit,
Accessing VM Memory Files Overview of Volatility, Investigating .’Prgcesses in
Memory Dumps, Code Injection and Extraction, Detecting ahH'?Captui'ing Suspicious
Loaded DLLs, Finding Artifacts in Process Memory, Identifying Injected _’Code with
Malfind and YARA. : E

Using WHOIS to Research Domains, DNS Hostname Resolution,:Querying, Passive
DNS, Checking DNS Records, Reverse IP Search New_Course Form, Creating Static

Maps, Creating Interactive Maps. LT

10

Total

50

Text Books
Michael Sikorski, Andrew Honig, Practical Malware Analysis: The Hands-On Guide to Dissecting
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Malicious Software publisher William Pollock, 2012.

2. Michael Hale Ligh, Andrew Case, Jamie Levy, AAron Walters, The Art of Memory Forensics:
Detecting Malware and Threats in Windows, Linux, and Mac Memory, 1st Edition, 2014.

3. Mark.A .Ludwig, “The Giant black book of computer viruses, Create Space Independent Publishing
Platform, 2 nd edition, ISBN 10: 144140712X, 2009.

Focus of Course: Employability

Course Designkr BoS Chairman
Ms. Anjana K Prof. D Geetha
Assistant Professor , Dept. of DCFS, HOD, C8

Course Outcomes (COs)

On successful completion of this course the students will be able to:

Blooms
Taxonomy
CO Number ! Course Qutcome (CQO) Statement Knowledge
Level

CO1 Define malware and its life cycle process Ki
Cco2 Outline the working principle of malwares Ki
CO3 Summaries the designs and implications of malwares. K2
CO4 Ability to examine different kinds the malwares. K3

Mapping with Program Outcomes:

COs/POs PO1 | PO2 |PO3 ! POM4
col L [t | L
co? L L | L .
cos M (MM m
Co4 L L fm | ™M
Cos L ™ L L

§ - Swong; L — Low; M - Medium
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Semester VI

Course Code Course Name Category Le(c]t;lre Tu(t;;ml Practical (P) Credit
19BFS6C30 | Mobile Devices | ical . 5 70 4
Forensic Lab
Preamble: To enable the students to learn the basic mobile forensic tools and techniques.
Prerequisite: Basics of ethical hacking
SYLLABUS
Unit | Course contents Hours
[ Screen lock bypassing techniques 6
11 Extracting device information 5
I | Gaining root access in Android 8
IV | Jailbreak iOS devices 8
Vv Imaging a memory (SD) card 8
VI | Data Recovery Techniques 8
VII | Extracting details trom Android devices using AFLogical tool 8
VI Extracting data from a mobile phone such as deleted data, call history, data files, 8
passwords, data from various_apps using tool MOBILedit
IX | Analyzing an Android in ADB. 8
X ' Acquisttion of volatife memory from Linux based devices using tool Lile 8
75

Total

Reference Books
1. Practical Mobile Forensics: Dive Into Mobile Forensics on 10$, Android, Windows, and Blackberry devices
with This Action-Packed Practical Guide Paperback - 21 July 2014 by Satish Bommisetty ,Rohit
Tamma Heather Mahalik

2.Practical Mobile Forensics- Third Edition: A hands-on guide to mastering mobile forensics for the iOS,
android, and the Windows Phone platforms, 3rd Edition by Rohit Tamma Qle
Bommisetty.

g Skulkin Heather Mahalik Satish

Focus of Course: Entrepreneurship

Sl

Course Designer :/__
Ms. Anjana K §

BoS Ch_a‘rman
Prof. D Geetha

Assistant Professor , Dept. of DCFS, o ﬁ “HOD, CS




Course Outcomes (COs)

On successful completion of this course the students will be able to:

Blooms
CO Number | Course Quicome (CO) Statement Taxonomy
Knowledge
Level

CO1 Define the mobile forensics KI
CO2 Outline the techniques behind retrieval of device information. Ki
Co3 Define the data recovery techniques. K2
COo4 Apply different Mobile forensics tools. K3

Mapping with Program Outcomes:

COs/POs POl |PO2 |PO3 |PO4 |PO5S |POS |PO7
Co1 L N] [ ’ L_ B Q‘:“\-.\\L L
’. R o [ S
co2 L Lo L L,Q]“ J\’x M
CO3 M Md™M I mIm = \| L
cod L fLan | Mt [l
cos Lolm oy | g L /,jg_ V.
3> Shrong. L —iow: M ~ Medm \ “._ e o




Semester V]

Preamble:
methodolog

Unit 1: Digital investigation foundation - Digital investigations and
evidence, Digital crime scene investigation process, Data analysis,
overview of toolkits, Computer foundations — Data Organizations,
booting process, Hard disk technology, Hard disk data acquisition,

Unit 2: Volume Analysis introduction, background, analysis basics,
PC based partitions- DOS partitions, Analysis considerations, Apple
bartitions, removabje media, Server baged partitions- BSD partitions, Sun
Solaris slices, GPT partitions, Muitiple disk volumes- RAID, Disk
Spanning.
Unit 3: File System analysis- What is a file system

/ Content category, Metadata category, File name category, Application
|

i

category, Application-leve] search techniques, Specific file systems, FAT
concepts and analysis- lntroduction, Fite System category. Content i
category. Metadata catcgory, File name category, The big picture, File
recovery, determining the type, Consistency check. FAT data structure-
Boot sector, FAT 32 ks info, FAT, Directory entries, Long file name

Unit 4: NTFS concepts- Introduction, Everything is a role, MFT concepts,
MFT entry attribute concepts, Other attribute concepts, Indexes, Analysis tools,
NTFS Analysis- Fije System category, Content category, Metadata category, File
hame category, The big picture, File fecovery, determining the type, Consistency
check. NTFS data structure- Basic concepts, Standard fije attributes, Index
attributes and data structures, File System metadata rujes,

Unit 5: Ext2 and Ext3 concepts- File System category, Confent Category,
Metadata category, File name category, Application Category. Ext2 and
Ext3 data structures-Super block, group descriptor tables, Bilock bitmap,
Inodes, Extended attributes, Directory Entry, Symboiic Link, Hash trees,
Journal data structures, UFS$1 and UFS2 concepts and analysis

- Introduction, File system category, Content category, Metadata category,
i UFS1 superblock,

1. File System Forensic Analysis — Brian Carrier, Addison Wesley, 2005
2. Digital Evidence and Computer Crime-

Casey, Eoghan | edition._QFK'cademi‘c‘?Pre_ss. 2004,
P e L -

R/
AR
.
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3. Computer Forensics- Kruse, Warren and Jay Heiser, Addison Wesley, 2002.

Focus of Course: Skill Deyelopment

Course Designer : L. ‘g/
Ms. Anjana KS

BoS Chairman
Prof. D Geetha

Assistant Professor , Dept. of DCFS, HOD, CS
Course Outcomes (COs)
On successful completion of this course the students will be able to:
Blooms
CO Number | Course Outeome (CO) Statement :zzm::g;
Level
COo1 Able to explain the knowledge about Digital investigation. K1
Co2 Able to analysis Volume analysis approaches. Kl
CO3 Able to explain File system analysis. K2
Cco4 Able to explain NTFS and UFS K3
Mapping with Program Outcomes:
COs/POs PO1 PO2 |PO3 [ PO4 |PO5S |PO6 |PO7
COl L M I t | I !
- €02 L L L L L M M
CO3 M M M M M 8 L
CO4 L M M S S L
CO5 IE M L I 1 L L

S — Strong; L — Low; M — Medium




Semester VI

Course Code Course Name Category Le(c]tl)l e Tu(t;n)-nal Practical (P) Credit
Elective -2
19BFS6EAQ Blockchain Concept 50 10 - 5
Technology

Preamble: This course aims at facilitating the student to learn the fundamentals of block chain
technology and how it will power the economy of tomorrow.

Prerequisite: Programming and Data Structures

SYLLABUS

Unit | Course contents Hours

Introduction to Blockchain &Crypto currencies: Blockchain- Public
Ledgers, Biockchain as Public Ledgers -Bitcoin, Blockchain 2.0, Smart
Contracts, Block in a Blockchain, Transactions-Distributed Consensus, The
I | Chain and the Longest Chain -Cryptographic Hash Functions — Hash Pointers 12
and Data Structures — Digital Signatures — Public Keys as Identities — A Simple
Crypto currency. (Chapter I)

How Bitcoin Achieves Decentralization: Centralization vs. Decentralization- 12
Distributed consensus ~ Consensus without identity using a block chain-

! incentives and proof of work. (Chapter 2}

Mechanics of Bitcoin: Bit coin transactions — Bit coin Scripts ~ Applications of 12
Bit coin scripts — Bit coin blocks —The Bit coin network-Limitations and

1 .
I improvements. (Chapter 3)

How to Stere and Use Bitcoins: Simple Local Storage — Hot and Cold Storage — 12
Splitting and Sharing Keys — Online Wallets and Exchanges — Payment Services

A%
: - Transaction Fees — Currency Exchange Markets.(Chapter 4)

Community, Politics, and Regulation: Consensus in Bit coin — Bitcoin Core 2
Software — Stakeholders: Who's in Charge? — Roots of Bitcoin — Governments
V| Notice Bitcoin ~ Anti Money Laundering — Regulation — New York's Bit
License Proposal. (Chapter 7)

60

Total

Text Book(s):

I' Arvind Narayanan, Joseph Bonneau, Edward Felten, Andrew Miller, and Steven Goldfeder. “Bitcoin
and cryptocurrency technologies: a comprehensive introduction”. Princeton University Press, 2016,
(Units L I, IIL IV & V)

P

Focus of Course: Employability

Dl

Course Designer : /g
Ms. Anjana K S

Assistant Professor , Dept, of DCFS,

Bof Chairman
Prof. D Geetha
HOD, CS




Lo

Course Qutcomes (COs)

On successful completion of this course the students wiil be able to;

Blooms
CO Number | Course Outcome {CO) Statement LU )7
Knowledge
Level

COo1 Understand emerging abstract models for Blockchain Technology Kl
Cco2 To understand the Cryptocurrency and Bitcoin Kl
CO3 It provides conceptual understanding of the function of storing and using Bitcoin K2
CO4 To understand and analyze the Community and Regulations of Blockchain K3

Mapping with Program Outcomes:

COs/POs PO1 PO2 PO3 PO4 POS PO6 PO7
COli L M L L L L L
coz2 L It L 15 L M WY
CO3 M M M M M S 1%
CO4 3% I M M S S 1%
COs ! M I 1 1 L L

S — Strong; L — Low; M ~ Medium




Semester VI

Course Code Course Name Category Le(c[t:; re Tu(t;;la] Practical (P) Credit
19BFseEBo | Flective3: Cloud | 50 10 . 5
Security

Preamble: The course provides knowledge on cloud computing and its security aspects.

Prerequisite: Basics of security

SYLLABUS

Unit | Course contents Hours

CLOUD COMPUTING FUNDAMENTALS: Cloud Computing definition,
private, public and hybrid cloud. Cloud types; laaS, PaaS, SaaS. Benefits and
challenges of cloud computing, public vs private clouds, role of virtualization in
enabling the cloud; Business Agility: Benefits and challenges to Cloud architecture.

CLOUD APPLICATIONS : Technologies and the processes required when
deploying web services-Deploying a web service from inside and outside a cloud
architecture, advantages and disadvantages- Development environments for service
development; Amazon, Azure, Google App.

12

SECURING THE CLOUD: Security Concepts - Confidentiality, privacy, integrity,
authentication, nonrepudiation, availability, access control, defence in depth, least
privilege- how these concepts apply in the cloud and their importance in Paa$, laaS
and SaaS.e.g. User authentication in the cloud.

i1

VIRTUALIZATION SECURITY : Multi-tenancy Issues: Isolation of users/VMs
from each other- How the cloud provider can provide this- Virtualization System
Security Issues: e.g. ESX and ESXi Security, ESX file system security- storage
considerations, backup and recovery- Virtualization System Vulnerabilities.

v

CLOUD SECURITY MANAGEMENT: Security management in the cloud —
V| security management standards- SaaS, PaaS, laaS availability management- access
{ control- Data security and storage in cloud.

(38 )

60

Total

Text Books

I.Unix and Linux Forensic Analysis DVD ToolKit - Chris Pogue, Cory Altheide, Todd

Haverkos, Syngress Inc. , 2008

2.Windows Forensic Analysis DVD Toolkit- Harlan Carvey, Edition 2, Syngress inc. , 2009 Text Books

I. GautamShroff, “Enterprise Cloud Computing Technology Architecture Applications™, Cambridge
University Press; 1 edition [ISBN: 978-0521 137355}, 2010.

2. A Comprehensive Guide to Secure Cloud Computing Ronald L. Krutz, Russell Dean Vines, India 2010
3. Toby Velte, Anthony Velte, Robert Elsenpeter, “Cloud Computing, A Practical Approach”, Tata
McGraw-Hill Osborne Media; | edition 22, [ISBN:0071626948], 2009

Focus of Course: Employabiiity

Course Designer : % BoS Chairman
Ms. Anjana K § Prof. D Geetha
Assistant Professor , Dept. of DCFS, HOD, CS

Course Outeomes (COs)

On successfui completion of this course the students will be able to:

Yo




Blooms

Taxonomy
CO Number | Course Outcome {CO) Statement Knowledge
Level
col Understand the fundamentals of Cloud and Web security. K1
co2 Explore the knowledge on cloud applications, Kl
co3 Acquire knowledge on Virtuaiization Techniques K2
CO4 K3

Apply the concepts in Cloud security management

Mapping with Program Qutcomes:

COs/POs PO1 PO2 PO3 PO4 POS | PO6 |PO7
col L M L L L L L
CO2 L L L L L M M
CO3 M M M M M ) L
CO4 |5 L M M S S L
Cos L M L L L L L |

S = Strong: L - Low: M — Medium




